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Preface
Thanks for choosing BLIIoT Distributed 1/0. These operating instructions contain all
the information you need for operation of BL207.

Copyright

This user manual is owned by Shenzhen Beilai Technology Co., Ltd. No one is
authorized to copy, distribute or forward any part of this document without written
approval of Shenzhen Beilai Technology. Any violation will be subject to legal liability.

Disclaimer

This document is designed for assisting user to better understand the device. As the
described device is under continuous improvement, this manual may be updated or
revised from time to time without prior notice. Please follow the instructions in the
manual. Any damages caused by wrong operation will be beyond warranty.

Revision History

Update Date Version Description Owner

2021-10-13 V1.0 First Edition ZLF
Add Profinet, EtherCAT

2022-07-01 V1.1 protocol, add platform, logic HYQ
control functions

2023-07-27 V1.1 Change Model name HYQ

20231024 V1.2 Add B.L2.03, BL206, BL207 HYQ
description

2023-10-24 V1.2 User manual split by model HYQ
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1 Product Introduction

1.1 Overview

BL207 series distributed 1/O is a data acquisition and control system, based on a
powerful 32-bit microprocessor design, using the Linux operating system, support
BACnet/IP, MQTT, OPC UA protocols.

BL207 BACnet I/O system is used for data acquisition and controlling smart devices in
buildings to manage energy use, HVAC, lighting, and detection. The BACnet I/O
sytem is designed for building automation systems.

The BL207 distributed 1/O system consists of 3 parts: Coupler, I/O modules and
terminal modules.

Analog Output \ Thermal resistance
n Power Module Digital Qutput RS485 Digital Input Thermocouple
X \ _Thermal
\Resistance
| N
& 1 b 1 i)
i = i ™
0 = =2 | 2| 2| f f i 1
H = i

b Z z | i p
1062 45
/@ - e
[Ex(ended Power ,{ / L, Terminal Module

hermocouple { Digital Output

The communication between the I/O and the field devices takes place via the Ethernet
port of the fieldbus coupler, and the communication between the fieldbus coupler and
the 1/O modules takes place via the local bus. The two Ethernet ports are internally
integrated with a switch function, which can establish a linear topology without the
need for additional switches or hubs.

The system needs to use the power module to provide 24VDC system voltage and
24VDC field voltage. Since two independent power supplies are used, the field
voltage input interface and system voltage input interface of BL207 coupler are
electrically isolated from each other.
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When assembling fieldbus node modules, each I/O module can be arranged in any
combination, and it is not required to be grouped by module type.

A terminal module must be plugged into the end of a fieldbus node to ensure correct

data transmission.

1.2 Typical Application

BL207 BACnet I/O system is used for data acquisition and controlling smart devices in
buildings to manage energy use, HVAC, lighting, and detection. The BACnet I/O
sytem is designed for building automation systems.

1.3 Features

Each I/0O system can have a maximum of /O 32 modules.

Support BACnet/IP, MQTT, OPC UA protocols.

Support AWS Cloud, Thingsboard, Ignition, Alibaba Cloud, Huawei Cloud, etc.
The field side, the system side and the bus side are electrically isolated from each

YV V V V

other.

» Support 2 X RJ45 interface, integrated switch function, can establish line topology,
without the need for additional switches or hubs.

» Convenient wiring connection technology, screw-free installation.

1.4 Model List

Description Model Channel | Type

Modbus-TCP I/0O Coupler BL200 / /

Profinet I/0O Coupler BL201 / /

EtherCAT I/O Coupler BL202 / /

Ethernet/IP I/O Coupler BL203 / /

OPC UA EdgelO Controller BL205 / /

MQTT EdgelO Controller BL206 / /

MQTT+OPC UA+Modbus TCP BL206Pro | / /

BACnet/IP I/0O Coupler BL207 / BACnet/IP
BACnet/IP+MQTT+OPC UA BL207Pro | / /

8CH DI M1081 8 NPN (low level trigger)
8CH DI M1082 8 PNP (high level trigger)

7 Shenzhen Beilai Technology Co., Ltd V1.2
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BL207 BACnet/IP BA I/O

16CH DI M1161 16 NPN (low level trigger)
16CH DI M1162 16 PNP (high level trigger)
4CH DO M2044 4 Relay

8CH DO M2081 PNP

8CH DO M2082 8 NPN

16CH DO M2161 16 PNP

16CH DO M2162 16 NPN

4CH Al Single-Ended M3041 4 0-20mA/4-20mA
4CH Al Single-Ended M3043 4 0-5Vv/0-10V

4CH Al Differential M3044 4 0-5Vv/0-10V

4CH Al Differential M3046 4 +5V/+£10V

4CH AO M4041 4 0-20mA/4-20mA
4CH AO M4043 4 0-5Vv/0-10V

4CH AO M4046 4 +5V/+10V
2CHRTD M5021 2 3Wire PT100
2CHRTD M5022 2 3Wire PT1000

2CH RTD M5023 2 4Wire PT100

2CH RTD M5024 2 4Wire PT1000
4CHTC M5048 4 TC(B/E/J/K/N/R/S/T)
2CH RS485 M6021 2 RS485

2CH RS232 M6022 2 RS232

1CH RS485, 1CH RS232 M6023 2 RS485+RS232
Power module M7011 / /

Terminal module M8011 / /

Shenzhen Beilai Technology Co., Ltd
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BL207 BACnet/IP BA I/0

2 Hardware

2.1 1/0 Coupler
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2.3 Data Contacts/Internal Bus

The communication between the fieldbus coupler and the I/O modules, as well as the
system power supply of the I/O modules are realized via the internal bus. The internal
bus is made up of 6 data contacts, these gold-plated contacts are self-cleaning when
connected.
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BL207 BACnet/IP BA I/O

2.4 Power Jumper Contacts

The power module included with the coupler has two self-cleaning power jumper
contacts for powering the field side. This power supply has a maximum current of 10A
across the contacts, current exceeding the maximum will damage the contacts. When
configuring the system, it must be ensured that the above-mentioned maximum

current is not exceeded. If it exceeds, a power expansion module needs to be

inserted.
. 10 ERR . .
0\ o + e
(BLIlOT
RESET
: | PE PE
No. Type Description
Spring contact Supply 24V to the field side
2 Spring contact Supply OV to the field side

11
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2.5 Terminal Point

Hin
24V /\y ov
[
+ \\\/\ib +
i
- \_:/\k_/\- -
Hin
PE EX) PE
Name Description
24V System Power 24VDC
ov System Power OVDC
+ Connections Field Supply 24 VDC
+ Connections Field Supply 24 VDC
- Connections Field Supply 0 VDC
- Connections Field Supply 0VDC
PE Grounding
PE Grounding

2.6 Factory Reset

This reset button is used to restore the device configuration parameters to the factory
state.

Operation steps:

1.When the device is running, open the flip cover;

2.Press and hold the button for more than 5 seconds, until all the LED lights go off,
indicates reset successful, and then the device will automatically restart.

12 Shenzhen Beilai Technology Co., Ltd V1.2
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2.7 Electrical Schematic
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3 Installation

3.1 Installation Sequence

All distributed couplers and 1/0O modules from Beilai Technology must be mounted on
a standard DIN 35 rail.

Starting from the coupler, the I/O modules are assembled from left to right, and the
modules are installed next to each other. All I/O modules have grooves and power
jumper contacts on the right side, to avoid assembly errors, 1/O modules must be
inserted from the right and top to avoid damage to the modules.

Utilizes a tongue and groove system to form a secure fit and connection. With the
automatic locking function, the individual components are securely fixed on the rail

13 Shenzhen Beilai Technology Co., Ltd V1.2
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after installation.
Don't forget to install the terminal module! Always plug a terminal module (eg TERM)
into the end of the 1/O module to ensure correct data transmission.

3.2 Install Coupler

1.Snap the coupler onto the DIN rail first;
2.Use a tool such as a screwdriver to turn the locking cam until the locking cam
engages the DIN rail.

2

—— /L

3.3 Remove Coupler

1.Use a screwdriver to turn the locking disc cam until the locking cam no longer
engages the rail.

2.Pull the release tab to remove the coupler from the assembly

14 Shenzhen Beilai Technology Co., Ltd V1.2
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Data or power contacts are electrically disconnected from adjacent I/0O modules when
the coupler is removed.

3.4 Insert 1/0 Modules

1.When inserting the module, make sure the tabs on the module line up with the
grooves of the coupler or other I/O module to which it is attached.

|

2.Press the I/0 module into the assembly position until the 1/0O module snaps into the

rail.

15 Shenzhen Beilai Technology Co., Ltd V1.2
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After the I/O module is installed, the electrical connection to the coupler (or the
previous I/O module) and the following I/0O module is established via the data contacts
and the power jumper contacts.

3.5 Remove I/0 Modules

Pull up on the latch to remove the 1/0O module from the assembly.

jumper contacts is disconnection.

4 Device Connection

4.1 Wiring

CAGE CLAMP connection is suitable for solid, stranded and fine-stranded conductors.

Only one wire can be connected to each CAGE CLAMP. If there is more than one wire,
16 Shenzhen Beilai Technology Co., Ltd V1.2
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it must be merged into a point before being connected.

1. Open the CAGE CLAMP by inserting the tool into the opening above the junction.
2. Insert the wire into the corresponding open connection terminal.

3. Once the tool is removed, the CAGE CLAMP closes and the wire is clamped firmly
by the spring.

T
I

i

4.2 Power Supply

System and field voltages are supplied by power supply modules. The power supply
module of the BL207 coupler supplies power for the internal electronics of the coupler
and the 1/0O modules. If necessary (there are many I/O modules and the current is
relatively high), it can also be provided through an independent power supply module.
The fieldbus interface (Ethernet interface), system and field are galvanically isolated
from each other.

4.2.1 System Power

BL207 couplers require 24V DC system power, which is connected from the terminal
of the power supply module. The 5V bus voltage required inside the system is
converted from the 24V system voltage.

The power supply module only has proper fuse protection, please provide proper
overcurrent protection externally.

Please pay attention to matching the output power of the power supply module and
the load power to avoid excessive load current.

17 Shenzhen Beilai Technology Co., Ltd V12
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BL207 BACnet/IP BA I/0

ETH1 . PWR

i O s
O RUN
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= e

RESET

Supply voltage (system)
24V
ov

4.2.2 On-site Power Supply

The power supply module supplies 24 VDC on the field side to power the sensors and

actuators.

Field power supply only has proper fuse protection. Without overcurrent protection,

electronic equipment can be damaged.

@ =
@ svs
(O run
@ ==

noooj| -
pooof|”

L

IP ADDR

Supply voltage (field)
24V

. 10 ERR

ETH1
[
i
i} O 10 RUN
g
ETH2

S
¢sLior

Supply voltage (field)
ov

Field-side power is automatically output from the power jumper contact when the 1/0

module is connected. The continuous load current across the contacts of the power

supply must not exceed 10 A.

The problem of excessive load power on the system side or on the field side can be

18
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solved by plugging in additional power supply modules. After plugging in an additional
power supply module, a new voltage potential may appear on the field side.

In the case where electrical isolation is not required, the field power supply and the
system power supply can use the same power supply.

4.2.3 Grounding

When installing the enclosure cabinet, the cabinet must be grounded, and the rail is
electrically connected to the cabinet through screws to ensure that the rail is properly
grounded. Grounding can increase resistance to electromagnetic interference. Some
components in the 1/0 system have rail contacts that dissipate EMI onto the rail.

M=
24V ‘(B g ov I]o L
(o) o
24V U9 C
= | s NN
(A= ? ? C
¥ 8
ik > DIN rail contacts |
U

5 BACnet/IP Coupler

5.1 BL207 BACnet/IP Coupler

5.1.1 BL207 Coupler Overview

The BL207 coupler supports BACnet/IP protocol and provides BACnet/IP data as a
server, such as HVAC systems, BMS systems, Siemens desigo cc, and other systems

19 Shenzhen Beilai Technology Co., Ltd V12
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that collect the 1/0O data of the BL207 coupler through BACnet/IP protocol. The DI, DO,
Al, and AO of the BL207 coupler correspond to the Bl, BO, Al, and AO of BACnet/IP,
respectively. Object instance is the ordering of each way of the 1/O module, such as
Analog Input.10.present-value represents the 11th way of the Al type module, which is
both the third way of the third Al module (There are four ways of each Al module,
except for RTD).

5.1.2 Technical Parameters

Name Parameter Description
Input voltage(system) 24 VDC
Input current(system) MAX 500 mA@24VDC
Power Efficiency 84%
System
Internal bus voltage 5VDC
power
Coupler current consumption | MAX 300mA@5VDC
I/O current consumption MAX 1700mA@5VDC
Isolation protection 500 V system/supply
Input voltage (field) 24 VDC
Field power | Current carrying capacit
P . rving capacty MAX10 ADC
(power jumper contacts)
Number 2 X RJ45
Shielded twisted pair STP 100 O
Transmission medium
Catb
Ethernet MAX cable length 100m
Baud rate 10/100 Mbit/s
. . ESD contact: 8KV, Surge:
Isolation protection
4KV(10/1000us)
Operating system Linux
CPU 300MHz
RAM 64MB
System
Flash 128MB
I/O Modules MAX 32
Protocol BACnet/IP
Method CAGE CLAMP
Wiring o 0.08 mm? - 2.5 mm?, AWG 28 -
Wire diameter
method 14
Strip length 8mm -~ 9mm/0.33in

20 Shenzhen Beilai Technology Co., Ltd V12
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Working temperature 0+-55°C
Storage temperature 40 -~ 70 ° C
Environment | Relative humidity 5 -+ 95% no condensation
Working altitude 0 -~ 2000 m
Protection type P20
Width 48mm
Dimension Length 100mm
Height 69mm
Color Light gray
) Housing material Polycarbonate, Nylon 6.6
Material
Fire load 1.239 MJ
Weight 180g
Installation Method DIN-35 rail
EN 55022: 2006/A1: 2007 (CE
&RE) Class B
IEC 61000-4-2 (ESD) Level 4
N IEC 61000-4-3 (RS) Level 4
Certificates EMC

IEC 61000-4-4 (EFT) Level 4

IEC 61000-4-5 (Surge)Level 3

IEC 61000-4-6 (CS)Level 4

IEC 61000-4-8 (M/S) Level 4

5.1.3 Hardware Interface

5.1.3.1 LED Indicators

@ R
() svs
O RUN
. ERR

() oRrRUN
. I0 ERR

LED

Description

Color

Status

Meaning

PWR

Power indicator

Red

ON

Power connection
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successful
OFF No power
o ON System is abnormal
SYS System indicator Green - :
OFF System is running normally
o Flashing | System is running normally
RUN Running indicator Green -
OFF System is abnormal
ON BACnet/IP protocol
ERR Error indicator Red connection error
OFF No errors
_ . I/O module is working
I/0 Running Flashing
/ORUN | Green normally
indicator
OFF Module not inserted
ON I/O module communication
I/O ERR | I/O Error indicator Red error
OFF No errors
S| O |F
Elg =l
| s ]
==
LED | Description Color | Status | Meaning
System 24V power ON Power is OK
S T Green
indicator OFF No power
ON Power is OK
F Field 24V power indicator | Green
OFF No power

5.1.3.2 Ethernet Port

Connect to the Ethernet-based field bus through ETH 1 interface.
ETH2 is used to connect other nodes that need to access the Ethernet.

ETH1

ETH2

Shenzhen Beilai Technology Co., Ltd
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5.1.3.3 IP Address Selection Switch

The 8-bit DIP switches are used to set the IP address. The DIP switches are coded
starting from DIP switch 1 with the lowest valid bit (2°) to DIP switch 8 with the highest
valid bit (27), which corresponds to decimal values: 0-255.

IP ADDR

When the value of DIP switch is 1111 1111 (decimal 255), the IP address is set
according to the web page, and the web page setting can specify the IP address or
set up the automatic acquisition, and when the web page is not set up, the IP address
is 192.168.1.10.

For DIP switch values of 0000 0000 - 1111 1110 (decimal 0-254), the 3rd byte of the IP
address is determined, and the 1st, 2nd and 4th bytes are fixed bytes, i.e.
192.168.xxx.253.

5.1.4 Coupler Connection

The BL207 coupler acts as a BACnel/IP server and connects to the BACnet/IP client
via the ETHZ2, and ETH1 is used to connect to other BL207 coupler.

23 Shenzhen Beilai Technology Co., Ltd V12
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5.1.5 Web Configuration

The web configuration allows you to configure the BL207 BACnet/IP Coupler device
ID, port number, device name, device description, and location. Web configuration
also supports IP modification and web upgrade programs.

5.1.5.1 Preparation Before Configuration

To successfully access the BL207, it must be properly installed and connected to the
computer. In addition, configure them with correct IP addresses to keep them in the
same network segment.

5.1.5.1.1 Connect Computer and Coupler

1.Mount the fieldbus node on a DIN35 rail. Follow the installation instructions in the
"Installation" chapter.

2.Connect the 24 V power supply to the system power terminals.

3.The computer and the bus node can be connected in two ways, one is that the two
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are connected to the switch device of the local area network through the Ethernet port;
the other is that the two are directly connected point-to-point. For detailed steps,
follow the instructions in the "Coupler Connection" chapter.

4.Turn on the power supply and start supplying power.

The controller is initialized after power-up, creates process image according to the 1/0
modules configuration of the node.

5.1.5.1.2 Configure Computer IP Address

There are two ways to configure PC IP address. One is to turn on the automatic IP
address option on the PC's local connection to dynamically assign DHCP in the
network. The other is to configure a static IP address with the coupler node on the
same network segment on the local connection of the PC.

Takes Windows 7 system as an example for configuration. Windows systems are all
configured similarly.

1.Click Start > Control Panel > Network and Sharing Center, and click local
connection in the window that opens.

Bestand Bewerken Beeld Extra Help

Configuratiescherm . T . -
2 Basisnetwerkgegevens weergeven en verbindingen instellen

« | F=z Volledig overzicht weergeven
Draadloze netwerken beheren I‘& — e g MEEL)
Adapterinstelli ijzi n

EEiE etk WIN-LVHUPUGTBUA P Internet

Geavanceerde instellingen voor (deze computer)
EEs vigen De actieve netwerken weergeven Een verbinding maken of verbreken

= FEs Toegangstype: Internet

Openbaar netwerk Verbindingen: | ZH5i=E

De netwerkinstellingen wijzigen

m

ﬁ- Een nieuwe verbinding of een nieuw netwerk instellen
=

Een draadloze, breedband-, inbel-, ad-hoc- of VPN-verbinding instellen of een router of
toegangspunt instellen.

15. Verbinding met een netwerk maken

| Een verbinding maken met een draadloze, bekabelde, inbel- of VPMN-netwerkverbinding of hiermee
opnieuw verbinding maken.

*% Een thuisgroep en opties voor delen selecteren
£k Toegang krijgen tot bestanden en printers op andere netwerkcomputers of instellingen voor delen

Internet FEIR wijzigen,

Thuisgroe
I e =i Problemen oplossen

: ; =
Windows Firewall = : : : —
Metwerkproblemen vaststellen en oplossen of informatie voor probleemoplossing zoeken.

2.In the local connection status window, click Properties.
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[l Status van FHEERE [
Algemeen
Verbinding -
IPv4-verbindingsmogelijkheden: Internet
IPv&-verbindingsmogelijkheden: Geen internettoegang
Status van media; Ingeschakeld
Tijdsduur: 00:11:18
Snelheid: 100,0 Mbps

Activiteit-
v den — -
erzonden L-,.

Bytes: 1,131,653 | 40,190,950

—  (Ontvangen

'&'Eigensd"lappen I'&i‘uitsﬁakelen][ Problemen vaststellen ]

3.Double-click "Internet Protocol Version 4 (TCP/IPv4)" on the local connection
properties page.

,'; Eigenschappen van AR M

Netwerken | Delen

Verbinding maken via:

‘-.'T Realtele PCle GBE Famity Controller

Deze verbinding heeft de volgende onderdelen nodig:

& Client voor Microsoft-netwerken

4Bl (05 pakketplanner

g Bestands- en printerdeling voor Microsoft-netweren
i Intemet Protocol versie & (TCP/IPvE)

W[ i |/O-stuurprogramma van Link-Layer |:.\0I|:\g;‘r Discovery...
i |ink-Layer Topology Discovery Responder

Installeren... Verwijdersn Eigenschappen

Beschrijving
Transmission Control Protocol/Intemet Protocol. Het
standaardprotocol voor WAN-netwerkcen dat communicatie

mogelijk maakt met andersoortige, ondering met elkaar
verbonden netwercen.

[ ok ][ Anndeen |||

4.There are two ways to configure the IP address of the PC

B Obtain IP address automatically (system default mode)

To obtain an IP address automatically from a DHCP server, select "Obtain an IP
address automatically";
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Eigenschappen van Internet Protocol versie 4 (TCP/IPv4)

Algemeen | plternatieve configuratie |

IP-instellingen kunnen automatisch worden toegewezen als het netwerk
deze mogelijkheid ondersteunt. Als dit niet het geval is, dientu de
netwerkbeheerder naar de geschikte IP-instelingen te vragen.

i@ Automatisch een IP-adres laten boewijzen]

(71 Het volgende IP-adres gebruiken:

(@ Automatisch een DNS-serveradres laten toewijzen

(71 De volgende DNS-serveradressen gebruiken:

Instelingen tijdens afsluiten valideren

Geavanceerd...

D )

B Set a static IP address

Select "Use the following IP address" and set the correct values for the IP

address, subnet mask and default gateway.

Eigenschappen van Internet Protocol versie 4 (TCP/IPv4)

L2l

Algemeen

IP-instellingen kunnen automatisch worden toegewezen als het netwerk
deze mogelijkheid ondersteunt. Als dit niet het geval is, dient u de
netwerkbeheerder naar de geschikte IP-instelingen te vragen.

") Automatisch een IP-adres laten toewijzen

I @ Het volgende IP-adres gebruiken:

IP-adres: 192 .168 . 1 .202
Subnetmasker: 253 .25% . 205 .0
Standaardgateway: 192 .168 . 1 . 1

Automatizch een DNS-serveradres laten toewijizen
(@ De volgende DNS-serveradressen gebruiken:
Voorkeurs-DNS-server: 192 .68 . 1L o1

Alternatieve DNS-server:

[ Instellingen tijdens afsluiten valideren

Geavanceerd...

5.1.5.1.3 Configure Coupler IP address

There are 2 ways to assign an IP address

B Assignment via built-in web page (static IP or automatic IP assignment)

B Assign via DIP switch (static IP)

DIP address selector switch definition

Switch position

Val
(ON=1) alue

Definition
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Enable the DIP selector switch assignment
function and determine the value of the 3rd

0000 0000 ---
0-254 byte.
1111 1110 .
Example: 0010 0110 (22 decimal), the IP
address is "192.168.22.253".
Enable the function of specifying IP on the
web page, or select the function of DHCP
1111 1111 255 automatic allocation. When the IP is not
allocated through the web, the IP is
192.168.1.10.

5.1.5.1.3.1 Configuration via Web Page

The coupler can be set to an IP address via the "Settings > Local Settings" page after
entering the page, or it can be set to be assigned automatically. Select static address,
if not set IP address, the IP is 192.168.1.10

IP ADDR

5.1.5.1.3.2 Assign IP via DIP Switch

Set the value of the DIP address selector switch to 0000 0000 - 1111 1110 (decimal O -
254), and the IP address will be assigned by the DIP switch.

The IP address consists of fixed bytes and variable bytes. The 1st, 2nd and 4th bytes
are fixed bytes, the DIP selector switch determines the 3rd byte, namely:
192.168.xxx.253

The controller assigns an IP address via a DIP switch, and the IP address set in this

way is static.
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IP ADDR

5.1.5.1.4 Factory Default Settings

Before logging into the web configuration page, it is necessary for you to understand
the following default parameters,

IP: Determined according to the DIP switch, if the DIP switch is 1111 1111, the default
IPis 192.168.1.10

If factory default DIP switch is 0000 0000 status, then the IP is 192.168.0.253

Item Description
Username admin
Password Empty

5.1.5.2 Login Configuration Page

1.0pen a browser on your computer, such as IE, Chrome, etc.
2.Enter the IP address of the controller node (192.168.1.10) in the address bar of the
browser to enter the user login interface.

@ FiFEm X
c (@ 192168.1.10

3.Enter "Username" and "Password" in the login interface, and then click Login.
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Authorization Required

Flease enter your username(the default is admin} and password(no password by default).

Usemame admin

Password

i
@
i
Lok

Lo [

Shenzhen Beilai Technology Co.,Ltd {v1.0.11}/ 2022-02-17

4. After successfully logging in to the web interface, the display is as follows

BLZOUBN Status System = Settings ~ /O Module ~ JACHet = Logout

Status
System
Hostname EL200BN
Model BL207-BACnet 10 Module
Firmware Version Shenzhen Beilai Technology Co. Ltd. V1.1.12
Kemel Version 44194
Local Time 2023-11-04 03:39:53
Uptime Oh 3m 54s

Lead Average 1.48, 0.77,0.32

Memory
Total Available 2673 MBI 56.59 MB (47%)
Used 2569 MB / 56.59 MB (45%)

Buffered 3.34 MB / 56.59 MB (5%)

Cached 9.46 MB / 56.59 MB (16%)

Network

Active Connections 92 /16384 (0%)
Shenzhen Beilai Technology Co. Ltd (V1.1.12) / 2023-10-19

5.After configuring the parameters, you need to click the "Save and Apply" button on
the page to take effect.

‘ save || Reset
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5.1.6 Web Configuration Page Description

5.1.6.1 Status

Users can check overview, system log and kernel log, as well as device parameters

and device operating status.
Status > Overview

OPCUA~ Operation&Control =  Logout [REFRESHING|

Status

System
Hosiname BL200UA
Model BL200UA-OPCUA 1O Module
Firmware Version Shenzhen Beilai Technology Co. Lid v1.0.11
Kernel Version 44194
Local Time 2022-03-21 06:44:49
Uptime 3h 31m 35s
Load Average 0.16, 0.11, 0.09
Memory

Total Available 2605 MB / 56 .59 MB (46%)

26.57 MB / 56.5% MB (46%)

Used

Buffered 321 MB / 56.59 MB (5%)

Cached 9.98 MB / 56.59 MB (17%]
Network

Active Connections 22/ 16384 (0%)

Shenzhen Beilai Technology Co.,Ltd (v1.0.11) / 2022-02-17

Status > System Log
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System Log

Thu Jan 1 00-00-26 1970 kem info kernel: [ 0.000000] Boofing Linux on physical CPU 0x0
Thu Jan 1 00:00-26 1970 kem notice kemnel: [ 0.000000] Linux version 4.4.194 (peng@peng) (gec version 5.4.0 (LEDE GCC 5.4.0 unknown) ) #0 PREEMPT Sat May 9 15:23
Thu Jan 1 00-00-26 1970 kem info kernel: [ 0.000000] CPU: ARMI26E-S [41069285] revision 5 (ARMVSTES), cr=00053177
Thu Jan 1 00-00-26 1970 kem info kernel: [ 0.000000] CPU: VIVT dala cache, VIVT instruction cache
Thu Jan 1 00:00-26 1970 kem.info kernel: [ 0.000000] Machine model: Nuvoton NUCS80 I0T-Gate\Way Version: 0.1
Thu Jan 1 00-00-26 1970 kem info kernel: [ 0.000000] Memory policy: Data cache writeback
Thu Jan 1 00-00-26 1970 kem debug kemel: [ 0.000000] On node 0 totalpagss: 16384
Thu Jan 1 00:00:26 1970 kem debug kemel: [ 0.000000] free_area_init_node: node 0, podat c0657704, node_mem_map c3f77000
Thu Jan 1 00-00-26 1970 kem debug kemel: [ 0.000000] Normal zone: 128 pages used for memmap
Thu Jan 1 00:00-26 1970 kem debug kemel: [ 0.000000] Normal zone: 0 pages reserved
Thu Jan 1 00:00-26 1570 kem debug kemel: [ 0.000000] Normal zone: 16354 pages, LIFO batch:3
Thu Jan 1 00-00-26 1970 kem debug kemel: [ 0.000000] pepu-alioc: sO 0 d32768 u32768 alloc=1732768
Thu Jan 1 00:00-26 1970 kem debug kemel: [ 0.000000] pepu-alloc: [0] 0
Thu Jan 1 00-00-26 1970 kem info kernel: [ 0.000000] Built 1 zonelists in Zone order, mobility grouping on. Total pages: 16258
Thu Jan 1 00-00-26 1970 kem notice kemnel: [ 0.000000] Kemel command line: r 11520008 Ipj=744448
Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.000000] PID hash table entries: 256 (order: -2, 1024 bytes)
Thu Jan 1 00-00-26 1970 kem info kernel [ 0.000000] Dentry cache hash table enries: 8192 (order: 3, 32758 byles)
Thu Jan 1 00:00-26 1970 kem.info kernel: [ 0.000000] Inodes-cache hash table entries: 4096 (order: 2, 16384 bytes)
Thu Jan 1 00:00-26 1970 kem.info kernel: [  0.000000] Memory: 57756K/65536K available (4535K kemel code, 305K rwdata. 1704K rodata, 133K init. 252K bss. T780K resen
Thu Jan 1 00-00-26 1970 kem nofice kemel: [ 0.000000] Virtual kermel memary layout
Thu Jan 1 00:00-26 1970 kem nofice kemnel: [ 0.000000]  vector : Oxf0000 - 0xAAFI000 ( 4 kB)
Thu Jan 1 00-00-26 1970 kem nofice kemnel: [ 0.000000] foomap - Oxfe00000 - OxAT00000 (3072 kB)
Thu Jan 1 00-00-26 1970 kem notice kemel: [ 0.000000]  vmalloc - 0xc4800000 - 0xFB00000 ( 944 MB)
Thu Jan 1 00:00-26 1970 kem nofice kemnel: [ 0.0000001  lowmem : Oxc0000000 - 0xc4000000 ( 64 MB)
Thu Jan 1 00-00-26 1970 kem nofice kemel: [ 0.000000] modules - 0xbf0D0000 - 0xcO000000 | 16 MB)
[ 0.000000]  text:0xcOO0S000 - OxcOB201S4 (6244 KE)
Thu Jan 1 00:00-26 1970 kem nofice kemel: [ 0.0000001  init - 0xc0621000 - 0xc0850000 { 155 kB)
Thu Jan 1 00-00-26 1970 kem nofice kemnel: [ 0.000000] data : 0xc0650000 - Dxc06Sc784 (306 kB)
Thu Jan 1 00:00-26 1970 kem notice kemnel: [ 0.000000] bss - 0xc0G8CTS4 - OxcOBAbEE (253 kB)

Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan
Thu Jan

00-00:26 1970 kem info kernel: [ 0.000000] SLUS: H\Walign=32_ Order=0-3, MinObjects=0, CPUs=1, Nodes=1
00-00°26 1970 kem info kemnel: [ 0.000000] Preemptible hisrarchical RCU implementation

0.000000]  Build-time adjustment of leaf fanout to 32.

0.000000] NR_IRQS545

0.000000] clocksource: nuUcSB0-imers: mask: DX max_cycles: 0xff, max_idls_ns: 62215505635 ns
0.000033] sched_clock: 24 bits at 120kHz, resolution 5333ns, wraps every 69905062459ns

0.000741] Console: colour dummy device 80x30

0.186616] console [ttyS0] enabled

0.190091] Calibrating delay loop (skipped) preset value . 148 38 BogoMIP'S (Ipj=744448)

0.198174] pid_max: default: 32768 minimum: 301

00:00:26 1970 kem.info kernel: [ 0.203133] Mount-cache hash table entries: 1024 (order: 0, 4096 bytes)

[
00:00:-26 1970 kem.info kernel: [
[

[

[

[

[

[

[

[

00-00-26 1970 kem info kernel: [ 0. 209708] Mountpoint-cache hash table entries: 1024 {order: 0, 4096 bytes)

[

[

[

[

[

[

[

[

[

00-00-26 1970 kem info kernel
00:00:26 1970 kem.info kernel:
00.00-26 1970 kem.info kernel.
00-00-26 1970 kem info kernel
00:00:26 1970 kem.info kernel:
00-00-26 1970 kem info kernel
00-00-26 1970 kem info kernel

00°00°-26 1970 kem info kernel: [ 0.218916] CPU: Testing write buffer coherency: ok

00.00-26 1970 kem.info kernel. 0.224983] Sefling up static ideniity map for 0x3400 - 0x&43c

00-00-26 1970 kem info kernel 0.271558] clocksource: jiffies: mask: Oxffiffff max_cycles: 0xAFfH, max_idle_ns: 19112504482750000 ns
00:00:26 1970 kem.info kernel: 0.28231¢] futex hash table entries: 256 (order: -1. 3072 bytes)

00-00-26 1970 kem info kernel 0.288374] pincirl core: initialized pincirl subsystem

00-00-26 1970 kem info kernel 0.296433] NET. Registered protocol family 16

00:00:26 1970 kem.info kernel: 0.303199] DMA: preallocated 256 KiB pool for atomic coherent allocations

00-00-26 1970 kem info kernel 0.316783] <DT= nuc30_dt_device_init +

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
Thu Jan 1 00:00:26 1970 kem notice kemel:
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1 00°00°26 1970 kem info kernel: [ 0.348016] <DT= nuc880_dt_dewvice_init -

Status > Kernel Log

Kernel Log

0.000000] Booting Linux on physical CPU 0x0
0.000000] Linux version 4.4.194 (peng@peng) (gee version 5 4.0 (LEDE GCC 5.4.0 unknown) ) #0 PREEMPT Sat May 9 15:23:54 2020
0.000000] CPU: ARMIZ25EJ-S [41069265] revision 5 (ARMSTEJ), cr=0005317F

0.000000] CPU: VIVT data cache, VIVT instruction cache

0.000000] Machine model: Muvoton NUCS50 I0T-GateViay Version: 0.1

0.000000] Memory policy” Data cache writsback

0.000000] On node 0 totalpages: 16384

0.000000] free_area_init_node: node 0. pgdat c0B57704, node_mem_map c377000

0.000000] Mormal zone: 125 pages used for memmap

0.000000] Mormal zone: 0 pages reserved

0.000000] Mormal zone: 16384 pages. LIFO batch:3

0.000000] pepu-alloc: s0 r0 d32768 u32768 alloc=1*32765

0.000000] pepu-alloc: [0] 0

0.000000] Built 1 zonelists in Zone order. mobility grouping on. Total pages: 16256

0.000000] Kemel command line: L ¥S0,115200n8 rdli indinit Ipj=744445

0.000000] PID hash table entries: 256 (order -2, 1024 bytes)

0.000000] Dentry cache hash table entries: 5192 (order: 3, 32768 bytes)

0.000000] Inode-cache hash table entries: 4056 (order: 2. 16384 bytes)

0.000000] Memory: 57756K/565536K available (4538K kernel code, 305K nudata, 1704K rodata, 188K init. 252K bss, T780K reserved, 0K cma-reserved)
0.000000] Virtual kernel memory layout:

0.000000] vector : OxfFFO000 - OxFF1000 ( 4 kB)

0.000000] fixmap - 0xfic00000 - DxMD0000 (3072 kB)

0.000000] vmalloc - Oxc4300000 - OxFE00000 ( 944 ME)

0.000000] lowmem : 0xcO000000 - 0xc4000000 ( 64 MB)

0.000000] modules - Oxbf00D000 - 0xc0000000 ( 16 MB)

0.000000] text - Oxc0008000 - Oxc0620f54 (6244 kB)
0.000000] init © Oxc0621000 - Oxc0650000 ( 188 kB)
0.000000] data - Oxc0650000 - Oxc069c784 ( 306 kB)
0.000000] bss - Oxc069c784 - Oxc06dbB8f8 ( 253 kB)

0.000000] SLUB: HWalign=32, Order=0-3, MinObjects=0. CPUs=1, Nodes=1
0.000000] Preemptible hisrarchical RCU implementation

0.000000] Build-time adjustment of leaf fanout to 32

0.000000] NR_IRQS 545

0.000000] clocksource: nucSB0-timerS: mask: OxMfT max_cycles: 0xffffff, max_idle_ns: 62215505635 ns
0.000033] sched_clock: 24 bifs at 120kHz. resolution 8333ns, wraps every 59905052488ns

0.000741] Console: colour dummy device 80x30

0.186616] console [tyS0] enabled

0.190051] Calibrating delay loop (skipped) preset value - 145 58 BogoMIPS (ipj=744448)

0.198174] pid_max: default: 32768 minimum: 301

0.203133] Mount-cache hash table entries- 1024 (order: 0, 4095 bytes)

0.209708] Mountpoint-cache hash table entries: 1024 (order 0. 4096 bytes)

0.218916] CPU: Testing write buffer coherency: ok

0.224983] Setting up static identity map for 0x8400 - 0x843c

0.271558] clocksource: jiffiss: mask: Oxf max_cycles: Dxfiffis, max_idie_ns: 19112604462750000 ns
0.282316] futex hash table entries: 256 (order: -1, 3072 bytes)

0.288874] pinctrl core: initialized pinctrl subsystem

0.296433] NET: Registered protocol family 16

0.303158] DMA- prealiocated 256 KiB pool for atomic coherent allocations

0.316783] <DT> nuc980_di_device_init +
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5.1.6.2 System

5.1.6.2.1 System

System Properties > General Settings
BL200UA Status = System= Seiings~ /O Module =  Serial Module ~ OPC UA~  Operation&Conirol = Logout _

System

System

Here you can configure the bal e its hostname or the timezone.

System Properties

General Settings

Local Time  2022/3/21 T4F2:58:56

Sync with browser ” Sync with NTP-Server

Hostname  BL200UA

Timezone  UTC v
Covoon - | I

Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 2022-02-17

Item Description Default

Displays the current time of the device. You can
Local time click the "Sync browser time" or "Sync with NTP -
server" button to update the device time.

The device name can be customized to easily
Hostname o ) ] BL200BN
distinguish between multiple devices.

i The time zone can be selected via the drop down
Timezone uTC
menu

System Properties > Logging
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BL200UA

System

Here you can configure the basic aspects of your device like its hostname or the timezone.
System Properties

General Sefings | Logging | Time Synchronization | Language and Style

System log buffer size | 64

@ kB
External system log server
External system log server port
Exiernal system log server upr .
protocol
Write system log o file
Log output level | Debug ~
Cron Log Level Debug o
Save & Apply | - | Save | Reset
Shenzhen Beilai Technelegy Co. Lid (v1.0.11)/ 2022-02-17
Item Description Default
System log buffer size 64

External system log server

External system log server
port

External system log server
protocol

Write system log to file

Log output level

Cron log level

System Properties > Time Synchronization

A NTP server can be set to synchronize time
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BL200UA Stafus= 5 n~ Seftings~ 1O Module~ Senal Module~ OPCUA~  Operation&Control =  Logout _

System

Here you can configure the basic aspects of your device like its hostname or the timezone.
System Properties

Time Synchronization | Language and Style
Enable NTP client
Provide NTP server [

Use DHCP advertised servers

NTP server candidates | 0.openwrtpool.ntp.org x
1.openwrt pool.ntp.org ®
2 openwripool.ntp.org ®
3 openwrt peol.ntp.org ®

ED

Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 2022-02-17

System Properties > Language and Style

BL200UA Status - =~ Settings~ IO\ e Serial Module = OPC UA~ on&Control ~  Logout _

System

Here you can configure the basic aspects of your device like its hostname or the timezone.
System Properties

Language and Style
Language  auto s

Design | Bootstrap g

Shenzhen Beilai Technology Co. Lid (w1.0.11)/ 2022-02-17

Item Description Default
Language Available in auto, English, Chinese auto
Design Currently only Bootstrap is supported. Bootstrap

5.1.6.2.2 Administration

Administration > Router Password

Change the administrator password for accessing the device.
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BL200UA S = e~ SenalModule - OPCUA~- Operation&Control =  Logout

Router Password P —

Router Passwo

Changes the administrator paq

Password *

Confirmation *

Shenzhen Beilai Techneology Co. Ltd (v1.0.11)/ 2022-02-17

Administration > SSH Keys

Public keys allow for the passwordless SSH logins with a higher security compared to
the use of regular passwords. In order to upload a new key to the device, paste an
OpenSSH compatible public key line or drag a .pub file into the input field.

BL200UA Status =  System - IfO Module ~  Seral Module - - X tion&Control ~  Logout

S5H-Keys

SSH-Keys

Public keys allow for the passwordiess SSH logins with a higher security compared to the use of plain passwords. In order to upload a new key to the device, paste
an OpenSSH compatible public key line or drag a8 _pun file into the input field.

Mo public keys present yet.

Add key

Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 20220217

36 Shenzhen Beilai Technology Co., Ltd V1.2



D °
(BLIloT BL207 BACnet/IP BA 1/0

MAKE 1I0T EASIER

5.1.6.2.3 Backup/Flash Firmware

Logout

BL200UA Status - 3 = Settings - odule ~ OPCUA~  Operation&Conirol -

Flash operatio

Actions || Configuratio Backup / Flash
Firmware

Backup

Click "Generate archive” to download a tar archive of the current configuration files.

Download backup

Restore

To restore configuration files, you can upload a previously generated backup archive here. To reset the firmware to its inifial state, click "Perform reset” {only
possible with squashfs images).

Reset to defaults Perform reset

Restore backup Upload archive...

@ Custom files (certificates, scripts) may remain on the system. To prevent this, perform a factory-reset first.

Save mtdblock contents
Click "Save mtdblock” to download specified mtdblock file. (NOTE: THIS FEATURE IS FOR PROFESSIONALS! )

Choose midblock | u-boot ~

Download midblock Save midblock

Flash new firmware image
Upload a sysupgrade-compatible image here to replace the running firmware.

Image Flash image...

Shenzhen Beilai Technology Co. Ltd {v1.0.11) / 2022-02-17

Item Description Default

Back Click "Generate archive" to download a tar
acku --
P archive of the current configuration files.

To restore configuration files, you can upload a
previously generated backup archive here. To
Restore reset the firmware to its initial state, click --
"Perform reset" (only possible with squashfs
images).

Click "Save mtdblock" to download specified
Save mtdblcok mtdblock file. (NOTE: THIS FEATURE IS FOR | --
PROFESSIONALS)

Upload a sysupgrade-compatible image here to

Flash image o -
replace the running firmware.
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5.1.6.2.4 Reboot

Click "Perform reboot" will reboot your device

BL200UA Status= S = Settings~ IfOModule =  Serial Module = OPCUA~ ¢ tion&Control = Logout

Reboot

Reboots the operating system of your device

Perform reboot

Shenzhen Beilai Technology Co. Ltd (w1.0.11) / 2022-02-17

5.1.6.3 Settings

BL200UA Status - em~ Settings~ 1/OModule -~ S 2 = Operation&Conirol =  Logout

Device settings

Device settings
Modbus Device ID | 1

@ If not set or set to 0, the device 1D in the Modbus command is ignored
Modbus TCP port 502

192.168.1.253
i@ The 3rd segment of IP address is determined by dial switch, restart the device and the modification will take effect

Dial switch address

IP Address Type Static Address 2

Set device IP address

Subnet Mask 255.255 2550

Gateway address

s s ooy || S R
Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 20220217
Item Description Default
Modbus Device ID | Modbus device ID range is 1~247. 1
Modbus TCP port Modbus TCP protocol port number, which can 502

be customized.

DIP switch address | Displays the IP address set by the DIP switch.

Select from "Static Address", "Dynamic
Address(DHCP)".
The IP address of the device can be set by

IP address type

Set device IP

yourself, and it needs to be restarted to take --
address

effect after setting.

38 Shenzhen Beilai Technology Co., Ltd V1.2



V>
{ BLIIOT BL207 BACnet/IP BA 1/0

MAKE lIOT €EASIER

Subnet mask Set IP subnet mask

Gateway address Set IP gateway address

5.1.6.4 1/0 Modules

After power on, the coupler automatically recognizes all I/O modules connected to it
and creates an internal local process image based on the module type, data width and
the module's position in the node.

If /O modules are added, changed or removed, a new process image is created and
the process data addresses change. When adding an I/0O module, the process data of
all previous I/0O modules must be considered.

The couplerr can connect up to 32 I/O modules, including digital input and output,
analog input and output and special function modules.

BL200UA Siafus =  Sysiem = Setlings ~ 1O M le =~ Seral Module ~ OPC UA ~ Operation&Control ~ Logout
10 status
(8] Module Module Channel Modbus 24V Address- Soft 10 Channel Status
Slot Name Type Number Address State Version Status
1 M1081 DI 3 2000-2007 9001-Power On 5 Normal C“a”":' Statu
2 M2082 Do 8 1000-1007 9002-Power On 5 Norma Cha ””Se' Statu
3 M3041 Al 4 3000-2006 9003-Power On 5 Normal C“E‘””g' Stat
4 M4044 AO 4 4000-4006 9004-Power On 5 Normal Cm””:' Statu
5 M6021 com 2 0-0 9005-Power On 5 Norma Cha””g' Staty
Shenzhen Beilal Technology Co. Ltd {v1.0.11)/ 2022-02-17
Item Description
The order of IO modules in the slot, the first module card
O slot position close to the controller is 1, and the following ones are 2
34..
Module name [/O module model
Module type I/0 module function type
Channel .
Data width of 1/0 module
Number
Modbus o
Process map address of the I/O module inside the controller
Address
24V Address Power supply status on the field side of the I/O module, digital, 1
State bit
Software ] ] ]
. I/O module internal firmware version
version
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|O status I/0O module and controller communication status

Click to view and set the parameters of different types of I/O
Channel status

modules

5.1.6.4.1 Digital Input Module

The digital input module can provide two types of data, one is the current input state
value, Boolean type; the other is the counter value, 32-bit numerical type, which
supports the clear function.

10 status
10 Slot:1,Module Type:DI,Module Name:M1081
Channels Modbus Address Value
1 2000 Open
2 2001 Open
3 2002 Open
4 2003 Open
5 2004 Open
6 2005 Open
7 2006 Open
8 2007 Open
Fiter Time
Fiter Time(ms) 1.6 v
DI Count
Channels Modbus Address Value Conut Mode Clear
1 5000 0 Rising Edge v Clear
2 5002 0 Rising Edge v Clear
3 5004 0 Rising Edge v Clear
4 5006 0 Rising Edge v Clear
5 5008 0 Rising Edge v Clear
6 5010 0 Rising Edge v Clear
7 5012 0 Rising Edge v Clear
8 5014 0 Rising Edge v Clear
P YT - (- )
Item Description
Channels Channel number of the digital input module
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Process map address of Boolean status data inside the
Modbus Address
controller
Value Display the current input state, open: logic 0, close: logic 1
Fliter Time Selecting the time for DI filtering
Item Description
Channels Channel number of the digital input module
Modbus Address Process map address of the count value inside the controller
Value Display the current input count value, 32-bit unsigned integer
Selection of "Rising Edge", "Falling Edge", "Rising Edge and
Count Mode . ) ]
Falling Edge" Trigger Counting Methods
Clear Clear the current channel counter value

5.1.6.4.2 Digital Output Module

BL200UA Status =  System ~ Settings ~ 110 Module - Serial Module ~ OPC UA ~ Operation&Control ~ Logout

10 status
10 Slot:2,Module Type:DO,Module Name:M2082

Channels Modbus Address Value PowerOn Status OpeniClose

1 1000 Open Open ~ Open/Close
2 1001 Open Open v Open/Close
3 1002 Open Open hd Open/Cloze
4 1003 Open Open ~ Open/Close
5 1004 Open Open ~ Open/Close
[} 1005 Open Open ~ Open/Close
T 1006 Open Open A Open/Close
8 1007 Open Open hd Cpen/Close

Back to Overview Save & Apply | v | Save || Reset

Shenzhen Beilai Technology Co.,Ltd (v1.0.11) / 2022-02-17

Item Description
Channels Channel number of the digital output module
Process map address of the digital output boolean data
Modbus Address o
inside the controller
Value Display the current output state, open: 0, close: 1
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Set the state of DO after power-on, select from "open",
Power-on status
"close", "last"

Open/Close Can control the current channel output state

5.1.6.4.3 Analog Input Module

The analog input (Al) type module supports setting parameters through the controller
web page, so that the data conversion is automatically realized inside the module,
and the actual engineering value corresponding to the sensor can be directly output.

BL200 Status ~ System - Settings ~ /O Module ~  Serial Module ~  Operation Control =  Logout

10 status
10 Slot:4,Module Type:Al,Module Name:M3041

Channels Modbus Address Value Mode Min Value Max Value Offset{mA)
1 3000 4.000000 Current 4-20mA %
2 3002 4.000000 Current 4-20mA v
3 3004 4.000000 Current 4-20mA hd
4 3006 4.000000 Current 4-20mA v
Back to Overview ‘ Save || Reset |

Shenzhen Beilai Technology Co. Ltd (V1.1.12) / 2023-10-19

Item Description
Channels Channel number of the analog input module
Process map address of the analog input module inside the
Modbus Address
controller
Val Display the actual engineering value input by the current
alue
channel, 32-bit single-precision floating-point type
Different models of analog input modules have different
Mode options, please refer to the specific analog input I/O module
manual for details.
Min Value Sensor range minimum
Max Value Sensor range maximum
The offset allows you to adjust the error between acquisition
Offset(mA)
and actual.
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There is a linear relationship between the electrical signal value of the analog input
module (usually a sensor) and the actual engineering value. Their formulas are as

follows (take 4-20mA as an example):

Actual engineering value = (current value - 4) * ((maximum - minimum) / (20 - 4)) +
minimum

Take the 4-20mA type water level sensor to measure the depth of the water tower as
an example:

The known water level sensor range is 0-100m, the current data is 5.6mA, and the
depth of the water tower is calculated:

Into the formula:

(5.6-4)*((100-0)/(20-4))+0=10

The depth of the water tower is 10m

5.1.6.4.4 Analog Output Module

BL200 Status ~ System = Settings ~ /O Module ~  Serial Module ~  Operation Control =

10 status
10 Slot:7,Module Type:AQ,Module Name:M4041

Channels Modbus Address Value Mode Min Value Max Value Set Value
1 4000 4.000000 Current 4-20mA ~
2 4002 4.000000 Current 4-20mA b4
3 4004 4.000000 Current 4-20m&A w
4 4006 4.000000 Current 4-20mA v
Back to Overview | Save || Reset |
Shenzhen Beilai Technology Co. Ltd (V1.1.12} / 2023-10-19
Item Description
Channels Channel number of the analog output module
Process map address of the analog output module inside the
Modbus Address
controller
Val Display the actual engineering value output by the current
alue
channel, 32-bit single-precision floating-point type
Mod Different models of analog output modules have different
ode

options, please refer to the specific analog output I/O module
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manual for details.
Min value Actual engineering value minimum value
Max value Actual engineering value maximum value
Set value You can set the actual project value required for the output

5.1.6.5 BACnet

Web configuration allows you to configure the BL207 Coupler BACnet/IP device ID,
port number, device name, device description, and location.

BL200BN Status »  System~  Settings~ 1/O Module ~ BACnet~ Logout

BACnet settings
BACnhet settings

Port 47808
Device name BL207
Device 1D 566
Device Description BACnet 10 Module

Location  CN
| Save H Reset |

Shenzhen Beilai Technology Co_ Ltd (V1.1.12) / 2023-10-19

5.2 BL207Pro BA 1/0 Coupler

5.2.1 BL207Pro Overview

The BL207Pro coupler is based on the BL207 coupler to add MQTT and OPC UA

functions.

5.2.2 OPC UA Data Point Node Id

The Node Id for OPC UA defaults to NS=1; S=Modbus mapping address of the I/O
data point (for example, the first DO module of the first DO module: NS=1; S=1000),
Modbus mapping address range DI: 2000-2999, DO: 1000-1999, Al: 3000-3999, AO:
4000-4999. Custom OPC UA model Node Id can be customized.
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5.2.3 MQTT Identifiers
The MQTT identifier is REG+Modbus mapping address (such as the first DO module

first DO: REG1000). Modbus mapping address range DI: 2000-2999, DO: 1000-1999,
Al: 3000-3999, AO: 4000-4999.

5.2.4 OPC UA Web Configuration Page Description

After configuring the OPC UA parameters, click "Save and Apply" to send it to
BL207Pro coupler to take effect.

BL200UA Status~ System = Seftings = 1fO Module ~  Serial Module = OPC UA ~ Operation&Control =  Logout

OPC UA settings
OPC UA settings

OPC UA Name
Port 4840
Security Policy Aes1285ha256Rsalaep E ]
Message Security Mode Sign&Encrypt hd

Certificate Selectfile...

Private key Selecifile. .

Allow Anonymous [

Usermame

Password

Data select Information Model i

Model File{ xml) Select file...
Dependent model files None b
Save & Apply | Save | Rezet
Shenzhen Beilai Technelogy Co. Ltd (v1.0.11) / 2022-02-17
Item Description Default
OPC UA name OPC UA server name
Port OPC UA server port number 4840
) _ None
Security policy ] None
basic128rsa15
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basic256
basic256sha256
aes128sha256rsaoaep
All security policies

Message security

Sign

mode Sign and encrypt
- OPC UA certificate, click the uploaded
Certificate -~ ] .
certificate to load the configuration page.
OPC UA private key, click on the uploaded
Private key certificate to load it into the configuration

page.

Allow anonymous

Whether to enable user name and password

Information model

login
Username Fill in the username
Password Fill in password
All data
Data select Select data point All data

Select data point

You can select the data points you want to
read. "Data selection" option to select "select
data point" to have this option

Model file (.xml)

Upload the information model (.xml) file,
select "Information Model" in the "Data
Selection" item to have this option

Dependent model
files

Select the number of information models to
reference, up to 5 can be selected.

Dependent Models
1-5

Upload the information model (.xml) file to be
referenced

Note: For a customized information model, the data point description item must be in

the format of REG + Modbus address during modeling. For example, DO1 point

description item fills in REG1000, and other items are customized.

5.2.5 MQTT Web Configuration Page Description

Once the platforms to be connected have been configured, they need to be sent to the

BL207Pro coupler by clicking on "Save and Apply" in order to take effect.

46
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5.2.5.1 Cloud Connection Settings

BL200M Status ~ System~  Settings~ 1O Module ~  Serial Module ~  Operation Control ~  Cloud platform -

Cloud connection settings

Cloud connection settings

Cloud Name Host IP or Domain Port Publish Period(s)

This section contains no values yet

e -

Shenzhen Beilai Technolegy Co. Ltd {V1.1.12) / 2023-10-19

Click "Add", select "Beilai lloT V2", and the BLIIoT Cloud MQTT configuration will pop
up.

Cloud connection settings

Cloud platform Beilai lloT V2 v!

MQTT Client ID
Publish Period(s)
Data Retransmission Enable [

Publish Module Status ]

DismiSS E

BLIIoT Cloud Connection

Item Description

Cloud platform Beilai lloT V2

MQTT Client ID Contact sales person to get it
Publish Period MQTT data upload interval period

Data Retransmission Enable | Whether to enable data retransmission
Whether to publish I/O module status

Publish Module Status

information
Dismiss Cancel Beilai Cloud Configuration
Save Save Beilai Cloud Configuration

Note: 1, Configure BLIIoT cloud, click "Save", and also click "Edit" to open the

configuration interface, click "Save" again, as shown below.

2, Publish I/O module status information has a separate topic "io_status", the contents

47 Shenzhen Beilai Technology Co., Ltd V1.2



o N
cBLIIOT BL207 BACnet/IP BA 1/0

MAKE II0T EASIER

of the I/O slot normal or abnormal status such as: {"slot1": "Normal"}, on behalf of the
slot 1 module normal status.

BL200M Status - n~ Setings~ /O Module ~  Serial Module ~  Operation Control ~  Cloud platform ~  Logout

Cloud connection settings

Cloud connection settings

Cloud Name Host IP or Domain Port Publish Period(s) Connect State Enable
Beilai lloT V2 magtt dtuip.com 1883 30 Not connected Edit | Delete .
()

Save & Apply | -

Save

| Reset |

Shenzhen Beilai Technology Co_ Ltd (V1.1.12) / 2023-10-19

Click "Add", select "Custom Cloud", MQTT data format has a default data format and
custom data format.
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Cloud connection settings

Cloud piatform

Cloud Name

Host IP or Domain

Port

MQTT Client ID

User Name

Password

Encryption

Publish data format

Publizh Topic

Subscribe Topic

Publish Period{s)

Publisher QOS5

Data Retransmission Enable

Publish Module Status

Data packing

Custom Cloud A
Mo encryption -
Default data format hd
0-At most once ~
O
O

@ Send multiple data in one message

Number of data 20
Publish only changeddata [
Dismiss E
Custom Cloud Connection
Item Description
Cloud platform Custom cloud
Cloud name Custom cloud platform name
Host IP or Domain MQTT server IP or domain name
Port MQTT server port number
The client identifier used by the MQTT
MQTT Client ID connection message, which is used by the
server to identify the client.
The username used for MQTT connection
User name messages, which the server can use for
authentication and authorization.
49 V1.2
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The password used for MQTT connection
Password messages, which the server can use for
authentication and authorization.
) "No encryption", "Encryption (root
Encryption

certificate)", "Encryption (self-signed)"

Publish data format

"Default Data Format", "Custom Data Format"

Publish topic

The subject name used for MQTT publish
messages, the subject name is used to
identify the information channel to which the
payload data should be published.

Subscribe topic

The subject name used for MQTT subscribe
messages. After subscribing, the server can
send a publish message to the client.

Publish period

MQTT data publish interval

Publisher QOS

Publish quality of service "0 - at most once",
"1 - at least once", "2 - only once"

Data Retransmission Enable

Whether to enable data retransmission

Publish Module Status

Whether to publish I/O module status
information

Data packing

Whether to enable data packaging. Disable
means one message sent one data point

Number of data

Number of data points published in one

message

Publish only changed data

Whether to enable publishing only data that
has changed during the cycle

Dismiss

Cancel MQTT platform configuration

Save

Save MQTT platform configuration

"Publish Data Format" item select "Custom Data Format", pop-up custom data format
editing interface, click "Data Format Example" to view the editing example, edit the
content to comply with the JSON data format, Subscribe topic is Publish topic /, Click
on the blank space outside the edit box when you are done editing.
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Publish data format Custom data format ~
Publish Period(s) 10
Publisher QOS 0-At most once A

Data Retransmission Enable
Publish Module Status

Custom data format ||

Data format example

Custom data format  "{ER'$' 5| AFEIMODBUSE S S =Rt REWER T+ (EW TEV I Es = E=aEE"
"Use '§’ to reference local or MODBUS mapping register address, use 'topic'+/"(such as 'topic1/) as topic to set
value"

{
"topic1™:{
"property1™ {
"data1”"SREG1000",
"data2""SREG2000"

3

"property2™ {
"data1™:"SREG3000",
"data2”"SREG4000",

"time":"S§TIME"

5.2.5.2 Ali Cloud

51 Shenzhen Beilai Technology Co., Ltd V1.2



D °
cBLIIOT BL207 BACnet/IP BA 1/0

MAKE IIOT EASIER

BL200M Status y ~  Settings - /O Module =  Serial Module ~  Operation Control Cloud platform ~  Logout

Ali cloud settings
Ali cloud settings

Enable [0

Authentication method Device Serect v
Product Key(Productkey)
Device Name(DeviceName)
Device Serect{DeviceSeract)
Region ID | East China 2 A
Publish Period(s)

Publish only changed data [

Data packing

1@ Send multiple data in one message

Number of data 20

Connect State Mot connected

Save & Apply | Save

|. Reset |

Shenzhen Beilai Technology Co. Ltd (V1.1.12)/2023-10-19

Ali Cloud Connection

Item Description

Enable Check to enable

Authentication )

Method "Device Secret" and "X.509"

Product Key ProductKey on Ali Cloud

Device Name DeviceName on Ali Cloud

Device Serect DeviceSecret on Ali Cloud
Ali cloud region, If you need to fill in the

Region ID IP address, you can do so at
Customize.

Publish Period(s) More than 60s

o ) Select File Upload, displayed when
Certification Authority (root -~ ]
- X509 certificate is selected as the
certificate) o
authentication method.

) -~ Select File Upload, displayed when
Device Certificate

X509 certificate is selected as the
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authentication method.

Device Private Key

Select File Upload, displayed when
X509 certificate is selected as the
authentication method.

Publish only changed data

Whether to enable publishing only data
that has changed during the cycle

Data packing

Whether to enable data packaging.
Disable means one message sent one

data point

Number of data

Number of data points published in one
message

Connect state

After clicking "Save and Apply", you can
see whether the connection to Ali cloud
is successful or not.

5.2.5.3 AWS
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BL200M Status v System~ Seflings + /O Module v  Serial Module Operation Control v Cloud platform ~  Logout

Aws cloud settings

Aws cloud settings

Enable [
Hest{EndPoint)
Client ID
Thing Name
Certificate authority Select file...
@ /etc/mqtt/awsiroot.crt
Device certificate Select file...
@ /etc/mgt/awsflocal crt
Device private key Select file
@ /etc/mgtt/awsiprivate key
Publish Topic

Publish Period(s)

Publish only changed data

Shadow Data select None v

Data packing

1@ Send multiple data in one message
Number of data 20

Connect State Mot connected

oo [

Al b P HoI To b le . A B ad AFA A4 A7) FARAA AR A0

AWS Connection

Item Description
Enable Check to enable
Host(EndPoint) Set the endpoint

The client identifier used in the MQTT
connection message, the server uses
Client ID the client identifier to identify the client,
and each client connected to the server
has a unique client identifier.

Thing Name Set thing name

Certification Authority (root .
Select File Upload

certificate)
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Device Certificate

Select File Upload

Device Private Key

Select File Upload

Publish Topic

The subject name used by MQTT to
publish messages. The subject name is
used to identify which information
channel the payload data should be
published to. The subject name in the
published message cannot contain
wildcards.

Publish Period(s)

More than 60s

Publish only changed data

Whether to enable publishing only data
that has changed during the cycle

Shadow data select

Shadow control data point selection
from None, All Data, Select Data Points

Data packing

Whether to enable data packaging.
Disable means one message sent one
data point

Number of data

Number of data points published in one
message

Connect state

After clicking "Save and Apply", you can
see whether the connection to AWS is
successful or not.

5.2.5.4 HUAWEI Cloud
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BL200M

Status -

System ~

IfO Module =  Serial Module ~  Operation Control =

Cloud platform =

Settings ~

Huawei cloud settings

Huawei cloud settings

Enable

Authentication method

Device 1D

Secret key

Service ID

Region 1D

Publish Period(s)

Publish only changed data

Data packing

Number of data

Connact State

O
Device Serect v
CN MNorth-Beijngd v
O

1@ Send multiple data in one message

20

Not connected

Shenzhen Beilai Technology Co..Ltd (V1.1.12)/ 2023-10-19

Logout

B e

HUAWEI Cloud Connection

Item Description

Enable Check to enable

Authentication )

Method "Device Secret" and "X.509"

Device ID Huawei Cloud Device ID
Password entered when creating the device certificate,

Secret key you can refer to the HUAWEI CLOUD help document to
create a test certificate

Service ID Products need to create services to report data

Region ID Device region, select Other to fill in the IP address

Publish Period(s)

More than 60s

Certification

) Root certificate provided by Huawei cloud, displayed when
authority (root - ] o
- X509 certificate is selected as the authentication method.
certificate)

Device certificate deviceCert.pem, upload to /etc/conf
Device certificate | directory and select the file, displayed when X509

certificate is selected as the authentication method.
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Device key/deviceCert.key, upload to/etc/conf directory
Device key and select the file, displayed when X509 certificate is
selected as the authentication method.

Only publish Whether to enable publishing only data that has changed
changed data during the cycle

Dat ki Whether to enable data packaging. Disable means one
ata packin
P 9 message sent one data point

Number of data Number of data points published in one message

After clicking "Save and Apply", you can see whether the
Connect state ] )
connection to HUAWEI cloud is successful or not.

5.2.5.5 ThingsBoard

BL200M Status = System~  Settings ~ /O Module ~  Serial Module = Operation Control = Cloud platform =~ Logout

Thingsboard Cloud settings

Cloud connection settings

Enable setting ]

Thingsboard platfiorm | Thingsboard Cloud g
MQTT Client ID
User Name
Password
Publish Period(s)
Data Retransmission Enable [

Data packing

@ Send multiple data in one message

Number of data 20

Publish only changed data [

Connect State Mot connected
Save & Apply | Save || Reset |

Shenzhen Beilai Technology Co. Ltd (V1.1.12) / 2023-10-19

Thingsboard Connection
ltem Description
Enable Setting Check to enable
Thingsboard platform Choose from "ThingsBoard Cloud",
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"Other ThingsBoard Servers".

MQTT Client ID The client identifier used in the MQTT
connection message, the server uses
the client identifier to identify the client,
and each client connected to the server
has a unique client identifier.

User Name The username used for MQTT
connection messages, which the server
can use for authentication and
authorization.

Password The password used for MQTT

connection messages, which the server
can use for authentication and
authorization.

Publish Period(s)

More than 60s

Data Retransmission Enable

Check to enable data retransmission

Data Packing

Whether to enable data packaging.
Disable means one message sent one
data point

Number of data

Number of data points published in one
message

Only publish
changed data

Whether to enable publishing only data
that has changed during the cycle

Connect State

After clicking "Save and Apply", you can
see whether the connection to
Thingsboard is successful or not.

Fieldbus Communication Example

6.1 BL207 Coupler Communication Example

6.1.1 Yabe Acquiring Data From BL207

1. Prepare 1/0O modules: BL207 coupler, digital output module, digital input module,
analog input module, analog output module.
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2. BL207 coupler and PC in the same LAN, BL207 coupler IP for 192.168.1.253 as an
example, IP address selection switch selection reference 5.1.3.3 IP address selection
switch. The dip switch dialing code is shown below:

IP ADDR

3. The web configuration can keep the defaults or modify the device ID, port number,
device name, device description, and location parameters.

BL200BN Status » 5y ~ Setings ~ 1/O Module ~ BACnet~ Logout

BACnet settings

BACnhet settings

Port 47808
Device name BL207
Device 1D 566
Device Description BACnet 10 Module

Location CN

|. Save ‘ Reset |

Shenzhen Beilai Technology Co_ Ltd (V1.1.12) / 2023-10-19

4. Open Yabe, click "Devices", right mouse button, select "Add device", a
configuration box will pop up, configure the BACnet/IP parameters, the port number is
the same as the port number of BL207 BACnet IP settings, select the IP of the
computer where the host computer is located, click "Add".

\ Vet Ancther Bacnet Explorer - Yabe - o x

Fle Functions Options Help
e X

B 'm Subseriptions, Pariodic Polling Bvents/Mluras Froperties
J e
& a4
Add device Device  ObjectTd Wone Vadue Time  Statws  Daser,

% Remove device Drop .u cov £ile or objects from the Address Space here to subscribe

. Send Whols F2
Export device DB
& Time synchronize Crl+T
Device control Ctrl+D
TV Alarm Summary Ct+A
[ Get Properties name  Ctrl+N
&6 Create Object Ctrl+O

o bere to sabsaribe and plot
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File Functions Options Help

\ Search

[ Deri|  Gemeral
Retries 3 2| Tim

WhoTs Linit :| h;g}.\:|

eout/l000 |3

Subseriptions, Periedie Polling Events/Alarms

EACnet/IP over Udp
Port Baco |3

Add

Local endpoint 192.168.1.58 o

Rddressd G U/MSTP over nerial
Band 38400
Souwrce Addresss0 |2
Max Master (127 =
Max Frames 10 2
BACnat/PTP over zerial

= Band 38400

BACnet/Ethernet

Interface

Add

Device  ObjestTd Hane

Time Status  Deser.

Froperties

5. Automatically search for BACnet/IP devices on LAN, click on the searched device,

read all the data points of the device, click on the read data point, drag it to the middle

box to show the value of the data point, and the right box displays the attributes of the

data point. For example, click "Analog Input 6" (corresponding to the third channel of

the second Al) to see the current value of "3.72823".

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help
evi

Subscriptions, Pariodic Polling Events/Mlarms

Udp: 47608
Bl Device 666 — 192, 163, 1. 253147508

ObjestTd Hane

Address Space

o o8 128
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« Yet Another Bacnet Explorer - Vabe — o X

File Functions Options Help

Subseriptiens, Periodis Polling Events/Rlams

evice  Objectld Fane Value Tine Status  Desor
66 ANALOG_INPUT: 6 REG301Z, AN 3.7279 20:33:04 [IK—|
REG3012, ANALDG INFUT g
0 Hormal
Object Identifier |DBJECT_ANALDG_INPUT:6
Object Hame REG3012, ANALOG TNPUT 6f
Object Type 0 : Objest Analag Input]
Qut OF Servi False
Address Space : 79 objects ent Val, 3. 72769955
- B SinpleServer (Device:666) | S > 0 : Ho Fault Detested
|2 amALDG_THEUT:0 )
|2 ANALOG_INEUT:1 98 : Percent
|2 AiALOG_THPUT:2 0
-2 ANALOG_INPUT:3 E
[ amaLDG_THEUT: 2 -
& a
B T E 0G INEUT 6 (Analog Input:6) B
1 b n it A A R R A A Y R R
[ ANALOG_THPUT:6
-2 ALDG_THEUT:9 o
|2 amaLoG_THEUT: 10 -
o : L PSPPSR N
;% ﬂﬂz-ﬁxﬁ:; 9997 — Proprietary
Ijﬁ s w BACHET_APFLICATION TAG_REAL
& ) e 20 ) oo
-l e TEVT: 14 v

Lo
Sending ReadPropertyRequest
Error

exception from 'Structured Object List’
ing ReadPropertyful tipleRaquest
sk

BL200BN Status ~ System~  Seftings~ /O Module ~ BACnet~ Logout

10 status
O Slot:10{Module Type:Al,Module Name:M3046
Channels Modbus Address Value Mode Min Value Max Value Offset{V)
1 3008 0.000311 Voltage -5-5V v
2 3010 0.000000 Voltage -5-5V v
3 3012 3721632 Voltage -5-5V ~
4 3014 0.000000 Voltage -5-5V v

Back to Overview Save & Apply | -

Save || Reset ‘
Shenzhen Beilai Technology Co_ Ltd (V1.1.12) 7 2023-10-19

6. The BI, BO, Al, and AO instance objects are the corresponding DI, DO, Al, and AO
sorted relative to each other, respectively. As shown in the figure below, the 3rd
channel of M2044 in slot 8 is Binary Output, 26 (data point attribute description is
REG1026), and there are three 8-channel DOs in front of it, then 3*8=24, 24+3=27,
and the DOs are sorted as the 27th channel, and the instance object of BO in
BACnet/IP starts from "0", and then the instance object of the 27th channel is "26".
For example, the M1082 in slot 7 has a sequencing of 31 for channel 7 (the front slot
has three 8-way Dls, so 3*8=24, 24+7=31), which corresponds to a Binary Input, 30
(described as REG2030). Such as card slot 15 of the M5023 first sort of 13-way (in
front of two 4-way Al and two 2-way RTD, then2*4=82*2=4,8+4 + 1 =13),
corresponding to the Analog Input, 12 (the description of the REG3024, one way Al
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accounted for 2 registers).

BL200BN i e gs ~ IO Logout
10 status

10 Module Module Channel Modbus 24V Address- Soft 10 Channel Status
Slot Name Type Number Address State Version Status

1 M2082 DO 8 1000-1007 5001-Power On 29 Normal S Shll
2 M2082 Do 8 1008-1015 9002-Power On 29 Normal C“ﬁ””se' Sl
3 M2081 Do 8 1016-1023 9003-Power On 29 Normal Chane) dtai
4 M1081 DI 8 2000-2007 9004-Power On 29 Normal S
5 M1081 DI 8 2008-2015 9005-Power On 29 Normal Lhanne S
6 M1082 DI 8 20162023 9006-Power On 29 Normal Coang e
7 M1082 DI 8 2024-2031 9007-Power On 29 Normal C“a"":' Stat
8 M2044 Do 4 1024-1027 9008-Power On 29 Normal S ohalu
g M3046 Al 4 3000-3006 9008 Power On 29 Normal C“ﬁ”":' Slatl
10 M3046 Al 4 3008-3014 5010-Power On 29 Normal C“a””g' Statu
11 M4041 AD 4 4000-4006 9011-Power On 29 Normal Channe! Stam
12 M4043 AO 4 4008-4014 9012-Power On 29 Normal C‘“‘”"‘i' Blati
13 M5021 RTD 2 30163018 9013-Power On 29 Normal Saaong S
14 M5022 RTD 2 3020-3022 9014-Power On 29 Normal C“E‘"“:' Bl
15 M5023 RTD 2 30243026 9015-Power On 29 Normal S sk
16 M5048 RTD a 3028-3034 9016-Power On 29 Normal Channel Sati

5

Shenzhen Beilai Technology Ce. Ltd (V1.1.12)/ 2023-10-19
7. Control DO, such as control Binary Output, 26 closed (card slot 8 of the M2044
3rd), click on "Binary Output, 26", in the right side of the "BacnetProperty" - "Present
Value" to fill in the value of "1", press the keyboard "Enter" key to determine or in the
blank space left mouse button.
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« Yet Ancther Bacnet Explorer - Yabe
File  Functions Options Help
QX

Tlerices

B) Devices
Eaia Udp: 47808
B SimpleServer [666]

hddress Space : 79 objects

(@ BINARY_OVTEUT:13
(4 BINAEY_OUTFUT:14
(4 BINARY OUTPUT:15
(g0 BINARY_OVIPUT:16
(4 EINARY_OUTEUT:17
(4 BINARY OUTFUT: 15
4 BINARY OUTPUT:19

.
=
&
g
3
2

(4 EINARY_OVTEUT:21
(& BINARY_OUTEUT
(4 BINARY OUTPUT:
(g BINARY_OVTPUT:2
(@ EINARY_DUTEUT: 2

(4 BINARY OUTPUT:27

Subseriptions, Pariodic Polling Evants/Mlarmz

REG3012, ANALDG INPUT 6

Value
3. e3par

Time Stat
09:75:40 0K

| REG1026, EIWARY OWTFWT 26 0 09:42:00 | e

Device  ObjeetId Hame
666 AWALDG_THPUT &

666 BINARY_OUTFUT 26

<

Froperties

31|
v BacnetProperty
hotive Tent on
Description REG1026, BIWARY OUTPUT 2
Event State 0 - Hormal

Inactive Text [o£E
5 Object Tdentifier |OBJECT BINARV_OUTPUT 26

Object Hane |RES1026, BINARY QUIPUT 2¢|
Object Type T[4 ¢ Object Binary Dutput
Ot OF Service | Falze

Polar 0 Hormal

Falinquish Dafadlt 0
Status Flags 0000

‘Present Value
BACNET_APPLICATION_TAG_ENUMERATED

om0 5 1200 00 e
Le.
Simplehek ~
Sending ReadProper bylful tipleRequest
ConpLexchek
Sending ReadProper tyRequest
Complexiek
Sending ReadPropertyRequest
Complexick
Sending ReadPropertyRequest
Complexick
Sending ReadPropertyRequest
Complexhek
v
« Yet Ancther Bacnet Explorer - Yabe = [m] x
Flle  Functions Options Help
o X
Devices Subseriptions, Periodie Folling Events/Alarms Froperties
B Devices
ey Udp: 47808 Device  ObjectId Hame Valus Time Stat]
=g
= SimpleServer [666] 566 ANALDG_THEUT & REG301, ANALG THFIT 6 3,723282 09:25:40 0K =
66 EINARY_DUTFIT: 26 I REGI026, EINARY ONTEUT 26 1 Ine 49:21 0K T T TR
Event State 0 Hormal
Tnactive Text off
5 Object Tdenmtifier |OBJECT_BINARY OUTEUT:26
(Object Fame REGL026, BINARY OUTFUT 26
Object Type 4 Objest Binery Dutput
(Dut OF Serviee  |False
Polarity 0 : ermal
| Present Value T
hddress Space | 79 ebjects 3 Briority Array Object[] hrray
§ < > Relinguish Dafault 0

EINARY_OUTFUT: 13
1
i
1
17
A i
(@ BINARY_OUTFIT: 19
i@ BINARY_DUTPUT:20
EINARY_OUTFUT:21
@ BINARY_OUTPUT:22
@ BINARY_OUTPUT:23
i@ BINARY_OUTFUT:24
i REG1025, BINARY OUTPUT 25 (Binary Output:25)
3

5RO

5

d BINARY_OUTPUT:27

La:

Status Flags 0000

‘Active Text
BACHET_APFLICATION_TAS_CHARACTER_STRING

om = 200

o

Complexiek

Sending ReadProper tyRequest ..
Complexiek

Sending ReadProper tyRequest
Conplexhck

Sending ReadProper tyRequest
ConpLeihe

Sending ReadPropertyRequest
Complexhok

Sending ReadPropertyRequest
Complexiek
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BL200BN Status ~ System~  Settings~ /O Module ~ BACnet~ Logout

10 status
10 Slot:8,Module Type:DO,Module Name:M2044

Channels Modbus Address Value PowerOn Status OpeniClose
1 1024 Cpen Open v CpeniClose
2 1025 Open Open v Open/Close
3 1026 Close Open v Open/Close
4 1027 Open Open ~ OpeniClose
Back to Overview ‘ Save || Reset |

Shenzhen Beilai Technelogy Co. Ltd (V1.1.12) / 2023-10-19

6.2 BL207Pro Coupler Communication Example

BL207Pro Communication Example BACnet/IP communication can be referred to 6.1
BL207 Coupler Communication Example, OPC UA connection can be referred to
BL205 Coupler Communication Example, and MQTT connection can be referred to
BL206 Coupler Communication Example.

6.2.2 OPC UA Communication Example

6.2.2.1 UaExpert and BL205 Communication

BL205 coupler to collect DI, DO, Al module, security policy select basic128rsa15,
select the signature and encryption method, data format according to the customized
information model way, refer to an information model as an example. Data can also be
directly uploaded in the format of BLIIoT.
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6.2.1.1.1 OPC UA Web Page Configuration

BL200UA  sSialus~ System - /O Module ~  SerialModule ~ OPCUA~  Operalion&Conirol = Logout

OPC UA settings
OPC UA settings

OPC UA Name BL200 OPC UA Server
Port 4840
Security Policy  Basic128Rsal5 .
Message Security Mode  Sign&Encrypt b
Certificate [ fetclopcualserver_cert.der (988 B)
Private key [ /etciopeuaiserver_key.der (1.19 KB)
Allow Anonymous [
Usemame BL200
Password ranee
Data select Information Model ~
Mode! File{_xml) [ letciopcuardo.xml (9.95 KB)
Dependent model files ‘One model file b

Dependent mode! 1st{ xml) [ ‘etciopcuatdixmi (9.77 KB)

=
Shenzhen Beilai Technology Co. Lid (v1.0.11)/2022-02-17
Steps:

(1) Fill in the OPC UA name, which can be customized to facilitate the OPC UA client
to search and distinguish different OPC UA servers. For example: fill in "BL205 OPC
UA Server".

(2) The port number of the OPC UA server, default: 4840.
(3) Security policy selection. For example, choose basic128rsa15.
(4) Message security mode selection. For example, choose Signing and Encryption.

(5) Upload the certificate and key, click "Select File" > click "Upload File" > select your
certificate or key file, click Open > After it is displayed in the file name box, click
Upload file > After uploading the file successfully The file you uploaded will be
displayed in the box, click the certificate or key file you uploaded > then your
certificate or key file will be displayed in the certificate or key item.

(6) Whether to allow anonymity, because of the use of signature and encryption
methods, allow anonymity is not checked.

(7) Fill in the username and password. The client needs to fill in the username and
password when connecting.
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(8) Select the data, because the user-defined information model is used, so choose

the "information model".

(9) Upload the information model file. The upload method is the same as uploading
the certificate or key file. The uploaded file is an xml file.

(10) Depends on the model file, whether there is a reference model, and how many

references are there.

(11) Dependent model: Upload the model you refer to. The upload method is the
same as uploading the certificate or key file. The upload is an xml file.

(12) Click "Save and Apply".
6.2.1.1.2 Send and Receive Data Using UaExpert Client

Open UaExpert (OPC UA client) and enter the OPC UA server IP and port.

]
B Data Access View

2021/12/02 15:40:34.202
2021/12/02 15:40:34.202
2021/12/02 15:40:34.202

Click Search, click the searched OPC UA server, and click basic128rsa15 for
Signature and Encryption.

L i [y
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Enter the username and password

D@EFPBD =2 X428 XD

Feoj B Datn hever Vier O leritatn ax
~ B Projea * server Nade 12 Dinplay Name Value Ovatipe  carce Timestam erver Timesam  Sauscode ol @ °
v B Servers Atdbate Vave
# BL200 OPC U Server
v 8 Documants
15 Dota Ascess View
5 »
B e user credemisls T X LI S
B ax & bl - ©
e e P e——— |
e the 00 OFC WA gt Diepia

Frmard:
Canedd
Log. 8 x.
Y]
[ Unified Automation UaExpert - The GPC Unified Architecture Clent - NewProject” - o X
Fle View Server Doament Setings Help
3 2 7 [ L
DpBBE #=0x42 020
rojest B X Tata hocess View © htributes B x
j Server Node Id Display Namz Valie Gleh @
BL200 OFC L. o ke coean oot A
BL200 OF¢ ke coean oo i hast
BL200 OFC alce coear 00c v Nodeld rs=4i=6001
BL200 OF ilse coern 1m0 o0
BL200 .}se coean 4731071 00 Nemesgacelndes 4
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e coenn g Nocellss Vel
ilse coean ocx BrowseName 4,°D0-100C"
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alse coear 00K
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lse coen 001 WiteMask 4
017 oat 00
00175 st o e ;
0503751 Float 51 : o0 7
0803751 Float 5134576 165134576 Goos
v Value v
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drass Space B X G0 @ Rl v
O 1 gl gt v Reference  Target DsplayName
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@ A0
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v &00
& 0O:
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3]
Trestamp Seurce Server Messaae o

The description item of the custom information model data point must be
REG+Modbus address, as shown in the description of the DO-1000 point in the figure
above.

OPC UA client data delivery

Take the following data point DO-1000 as an example
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BL200UA

10 status
10 Slot:2,Module Type:DO,Module Name:M2082

Channels Modbus Address Value PowerOn Status Open/Close

1 1000 Open Open ~ OpeniClose
2 1001 Open Open ~ Open/Close
3 1002 Open Open v Open/Close
4 1003 Open Open v Open/Close
5 1004 Open Open ~ Open/Close
] 1005 Open Open A4 OpeniClose
7 1006 Open Open v Cpen/Close
] 1007 Open Open v CpeniCloze

Back to Overview

Shenzhen Beilai Technology Co.,Ltd {v1.0.11) / 2022-02-17

Click the value of the DO-1000 data point, it turned out to be false, there is no \in the
square, click once to put V, click the left mouse button in the blank space or press the
[Enter] key on the keyboard.

B Urified Automaton UaExpert - The CRC Unfied Architecture Clen: - NewProject” - 8 X

fie View Server Document Seftngs Help

DPPBO =0 X2 RO

Breject B X Daza horess View O seevibutes ax
v [ Project 4 Server Node Id pephsy Datatype  ource Timastem erver Timestam  Statuscoce Glelh ®
v [ Servers 1 4 dlean 164731061 Good "
) BL200 OPC UA Server 2 5 olean 164731067 Good Hate Vo
5 file Soolean 164731068 Good v Nodeld ne=4;=6001
v 13 Decuments 4 file Bodlean 164731070 Good
B Data Aceess iew 5 ﬂ:e Euu}ean 16:4731.071 ﬁuo: Namespacelndex 4
5 s Sodlean 164731077 Goot i e
7 false Boolean 164731079 Good dastirerine Nimerk
g filse foden e ood erter scot
ilse odlcan oo - o
i filke Sodlean 164734757 Good LT Varsble
1t filie Soolean 164734758 Good BrowseNane 4,%D0-100"
12 filke Soclean 164734760 Good 5 i -
It i el e e Bl st
ke odlean oo Desa  REC1000"
15 filie Soolcan 164734760 Good oD i
15 il dodlean IG73TI0 Good WriteMask 0
4 790598 float 165022228 165022228 Goos 5
18 00503751 Float 16562228 16302208 Good Uz iy z
19 000503751 Float 165021978 162921978  Good
20 000503751 Float 165622228 163922228  Good
v Ve v
Bedarannas 8 x
Mress Space ax G o ~
o Higlight = Refererce  Targst CisplayName
@ A3000 3 HasTyp=Defir... EaseDataVariatleType
@ A0
300
@ A0
v&o
@ pi2000
@ i 2001
012062
@ 012063
@ 02004
012065
@ 01206
@ 02007
v & 00
@ 0a-1000
DO-1001
PR 7 . |
[ ax
%P
“imestarp Source Server Message

The OPC UA client will send a message successfully. Because the server responds
quickly, you can see that the value has changed to "true".
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8 Urified Automation UsEspart - The 02C Urified Architecture Clirt - NewProject”

Fle View Server Decument Setiings kelp

DZPBO #=0X48 B ED

Brojact 3 X Date heoess View O steributes
v 8 Project % Server Node Id Datatyre  ource Timestam erver Timestem  Siatuscode Glelbh ®
v 1 Servers 4 Boolean 165022729 Sood attribute
p Boolean 164721067 164 Good
@3 BL200 OPC UA Server H {se ) % Nodeld
v 1 Documents 4 Boolean Good
b bl 5 Boolean Good Namespacelrdzx
o frress Hew g Booiin Sood dertierType Nurreric
8 Soclan Sood dentier con
9 B0 OK Boclean Goor A "
10 BL200 OPC U Boolcan Sood L2 Mabie
11 ptogn Boclan good BrowseName 4,'00-1000"
E oolean Zoo: . i :
13 sLtoon Bodleen good DisplzyName "D0-1000"
oolean Soor oo -
15 BL00 OPC .. Boclean Sood Descpion IO,
ey i & s —
200 0PC oat Soor
18 BL200OPC U Flost Sood Vi)
19 BL200 OPC J. Foat 7004981 70004981  Good R
20 BL260 OPC U7 NS2INumeric . 0010175 Float 70005231 T70M5231  Good

Adiress Spaze 5%
7 e Xiglighe B
112000 »
H-3002
@ W30
PE
v &

@ bi200

D1 2001

@ l2n2

@ 020

DI 2004

@ bl 2as

@ i 26

@ o207
v & po

@ D0-1000

D0-1001

¥ Value

Rearenves

G vl v

Referzrce

Leg

%0

Target DsplayName
HasTyp=Defini.. BaseDataVariableType

Timesterrp Source Server Message

fozv!z/nz 165923055  CAPlugh BL200 CPC U

Write to node NS4[Numeric/6001" succeeded [ret = Good (0x0000000T)]

Check the DO status in the web configuration of BL205. DO1 is also changed from the

original open to close.
BL200UA

10 status

1o Module Module Channel Modbus 24V Address- Soft 1o Channel Status
Slot Name Type Number Address State Version Status

1 M1081 DI 8 2000-2007 9001-Power OFF 5 Normal Cha””:' Statu
2 M2082 Do 1 1000-1007 9002-Power OF 5 Narmal Ghia ””39' Statu
3 M3041 Al 4 3000-3006 9003-Power OFf 5 Normal GHarel St
4 M4044 AO 4 4000-4006 9004-Power OF 5 Normal Zairel S
5 MB021 com 2 0-0 9005-Power OFF 5 Normal Channel Statu
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BL200UA  status~- s -~ Seftings~ 1/OModule~ SerialModule~ OPC UA~

10 status
10 Slot:2,Module Type:DO,Module Name:M2082

Channels Modbus Address Value PowerOn Status OpeniClose

1 1000 Open v Open/Close
2 1001 Open Open w OpeniClose
3 1002 Open Open ~ OpeniClose
4 1003 Open Open ~ Open/Close
5 1004 Open Open ~ OpeniClose
6 1005 Open Open ~ Open/Close
g 1006 Open Open g Open/Close
8 1007 Open Open ~ OpeniClose

Back to Overview Save & Apply | -

Shenzhen Beilai Technology Co. Ltd (v1.0.11}/ 2022-02-17

6.2.2 MQTT Communication Example

6.2.1.1 Connecting BL206 to a Custom MQTT
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Cloud connection settings

Cloud platform Custom Cloud -

Cloud Name custom MQTT cloud

Host IP or Domain " I 1
Port 1883
MQTT Client ID =
User Name
Password [R— i
Encryption Mo encryption w
Publish data format | Default data format v

Publish Topic | /(BeiLai/BL206/Data/

Subscribe Topic /BeilLai/BL206/Down

Publish Period(s) 60

Publisher QO3S 0-At most once v

Data Retransmission Enable

Publish Module Status

Data packing

@ Send multiple data in one message

Number of data 100

Publish only changed data [

BLZUOM Status = m~  Settings = IfQ Module =  Serial Module ~ Operation Control = Cloud platform - Logout

Cloud connection settings
Cloud connection settings

Cloud Name Host IP or Domain Port Publish Period(s) Connect State Enable

custom MQTT cioud 1883 60 Connected Edit [ Delete ]

Shenzhen Beilai Technology Co._ Ltd (V1.1.12) / 2023-10-19

Instructions: 1. Click "Cloud Platform" - "Custom Cloud" 2. Click "Add" button to bring
up the cloud platform configuration box. 3. Configure various configurations, refer to
5.2.5.1 Cloud Connection Settings for the description of each item. 4. Click "Save" to
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save the configuration. 5. Click "Save and Apply" to send the configuration to the
BL206 coupler and check the connection status. Check the connection status, you
can check whether the connection is successful or not.

6.2.2.2 View and Send Data with MQTT.fx

B Edit Connection Profiles =] x

= Profile Name | MQTT Server

| Profile Type  MQTT Broker b ‘\m

MOQTT Server

| MQTT Broker Profile Settings

Broker Addresy | test.mosquitto.org

Broker Pory | 1883

ClientiID| MQTT_FX_Client_test Generate

General Usu'l:fedmtlais SSL/TLS Proxy LWT

User Name | test

Password | esee

The Client ID cannot be the same as the Client ID filled in on the BL206.

Click "connect" to subscribe to the publish topic "/BeiLai/BL206/Data/" of the
customized MQTT cloud configuration on BL206, and all the data is shown in the
figure below. For identifier description and data format, refer to Note 7.1 Data Publish
Format.
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@ mMaQTTh- 171

e [

S |:| <0

Publish Scripts  Broker Status  Log

Beilai/BL206/Data/

io_status 133
Beilsi/61208/Data/ o >
Qos0
DumoMessages - Mite Qe | /peitai/BL20/Data/ 138
io_status [ 35 ) Qs0
DumoMessoges  Mule (Ui iy | fostatus 135
Qoso
/BeiLi/BL205/Datar 136
Qo0
io_status 187
Q050
[BeiLai/BL206/Datar 138
QoS0
fo_status 139
Qoso
/BeiLai/BL206/Data/
138
02112023 16:08:53.58133639 QoS0

Topics Collector (0) Scan

Payload decoded by | Plain Text Decoder

The 10 module status message is a separate fixed topic "io_status" that allows you to
see if the slot is abnormal.

7 @ marThc- 1.7
| m Exiras  Help
| 7 Disconnect -0

Publish Sll!sﬂﬁé Scripts  Broker Status  Log

o_status

/Beilai/BL206/ Data/ 69
/Beilai/ BL206/Data/
4 < o
Dump Messages  Mute (LUl | /peiLai/BL206/Data/

o o

Dump Messages  Mute (N0 ) | o status 7
Qos0
/Beilai/BL206/Data/ 72
| Qoso
io_status 73
Qos0
/Beilai/BL206/Data/ 74
Qoso
io_status 75
Qeso
io_status
7
02412023 15:35:00,561000 goso
: { “stot1”: "Normal, : "Nomal”, "slot3": Hormal”, "slot4”: "Normal®, "slot§": "Hormal®,
Topics Collector (0) s "slot6™: “Normal® }, “time: ~16989
g

Payload decoded by Plin Text Decoder

MQTT.fx publish control BL206, the publish topic is BL206 custom MQTT cloud
configuration subscribe topic "/BeiLai/BL206/Down" data format reference 7.2
Subscribe Data Format.
Control DO1 closed, REG1000 is "1", AO1 output 5, "REG4000" is "5", the data
collected by the serial port, REG10001 is "1", REG40008 is "8".
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BL207 BACnet/IP BA I/O

@ MQTTé - 171

B o

B Disconnect
Publish Scripts  Broker Status  Log
ko stabus (RS-
io_status 127
/Beilai/BL206/Datal =
[ 2 ] o
Dump Messoges  Mute  QEUESEED | /BeilaifBL206/Data/ 128
iio_status Qus0
Dump Messeges  Mute (e | fo-status 129
Qoso
/BeilaifBL206/ Data/ 130
QoS0
io_status 131
QoS0
/BelLaifBL206/Data/ 132
QoS0
io_status 133
so ||
/Beil 2i/BL206/Data/
5 : 1 0, "REG1004": 0, "REG1005": 0, "REG1006": 0, "REG1007
Topics Collector (0) EZ BN - z000°: 62 “REG2003°: O, "REG2004: 1, "REG2005": O 67: 8. "DEGAAT™:
6.6 02" 707448005676269 . "REG460™: 4.
E63010° "REG10001"
*REG10008
*REG40006
*REG40008"
Payload decoded by Plain Text Decoder -
@ MQTT#x - 171 = X
.. [—"
E Disconnect o Q
GOSN Subscribe  Scripts  Broker Status  Log
| Beilai/BL206/Down | CECID w51 os2 Retained o
"REG1000": 1,
"REG4000": 5,
"REG10001": 1,
"REG40008": 8

74
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@ MQTTE- 171 - o x
Extras Help
B Disconnect o0

Publish Scripts  Broker Status  Log

io_status
IBeiLaifBL206/Datal ] -
QoS0
D e QL R [BeiLai/BL206/Datal 130
io_status QoS0
Dump Messages ~ Mute fo_status 131
Qos0
IBeiLai/BL208/Data/ 132
Qoso
io_status 133
Qoso
/Beilai/BL206/Data/ 134
QoS0
io_status 135
- L |
|/EeiLai/EL206/Dala/ |
134
- "REG1000”: 1 6 o, "REG1005": 8, "REG
Topics Collector (0) S NN -cvoo: 6, “REG2001°: 0, 6 "REG2005": 0, "REG2006

0003108078271484375, " ; 06738711, "REG3006™: 0, "REGA
" RE( 4y 0 -260, "REG:

07: 1, "REG1

000 1
"REG40007 " :

Payload decoded by | Plain Text Decoder -

6.2.2.3 Connecting BL206 to BLIloT Cloud

Cloud connection settings

Cloud platform Beilai lloT V2 -
MQTT Client ID
Fublish Period(s) 60

Data Refransmission Enable

Publish Module Status

Cloud connection settings
Cloud connection settings

Cloud Name Host IP or Domain Port Publish Period(s) Connect State Enable

custom MQTT cloud 2 1883 60 Connected

|Beila; lleT V2 matt dtuip.com 1883 G0 Connected

Shenzhen Beilai Technology Co_ Ltd (V1.1.12)/2023-10-19
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Instructions: 1, Click "cloud platform" - "custom cloud" 2, click on the "Add" button, the
pop-up cloud platform configuration box. 3, Select "Beilai [loT V2", the client ID is
BLIIoT cloud platform serial number, fill in the upload period of 60s. 4, Click "Save" to
save the configuration. 5, Click "Edit", click "Save" again. 6, Click "Save and Apply",
send the configuration to BL206, check the connection status, you can check whether
the connection is successful.

6.2.2.4 BLIloT Cloud View and Send Data

Log in BLIIoT cloud, domain name: www.my-m2m.com. After creating the device,
configure the link protocol data point read and write identification can refer to 7.1 Data
Publish Format.

® «D U

o @l « © % »P » 0N

e €D

i1 Equips
B
]

B
]

EEkBEEEEEREEREDEF
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MAKE 10T EASIER

anEqupment aam [ cmmtllll t’-l E 0.0003 4+ +
‘1 nE 0.0000 + +
a w3 3.5696 + +
t‘l 4 0.0000 -+ +
‘1 nEs 5.0000 + +
a BiES 4.0000 + <
11 T 4.0000 4+ +
a maEs 4.0000 + +
g zES 1.0000 +
a SEE-10 2.0000 + +

Send data: Control DO2 closed, the data collected by the serial port mapping address
40005 corresponding to the data point send "10".

Operation Control ~ Cloud p n Logout

10 status
10 Slot:1,Module Type:DO,Module Name:M2082

Channels Modbus Address Value PowerQOn Status Open/Close

1 1000 Close Open ~ Open/Close
2 1001 Open Open - OpeniClose
3 1002 Open Open - OpeniClose
4 1003 Open Open - Open/Close
5 1004 Open Open - OpeniClose
i} 1005 Open Open ~ OpeniClose
T 1006 Open Open ~ Open/Close
& 1007 Open Open ~ OpeniClose

Back to Overview Save & Apply

EDEEN

Shenzhen Beilai Technology Co. Ltd (V1.1.12) / 2023-10-19
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== x

Are you sure to operate the device swilch?

BL200M

10 status

10 Slot:1,Module Type:DO,Module Name:M2082

Channels Modbus Address Value Power(On Status OpeniClose

1 1000 Close | Open w| | Open/Close |

2 1001 Cloze 'Open v | OpeniClose |

E 1002 Open |Open v OpeniClose

4 1003 Open | Open v . Open/Close
1 E |

5 1004 Open Open v OpeniClose

G 1005 Open Open v | Open/Close |

7 1008 Open Open - | Open/Close |

8 1007 Open Cpen A OpeniClose

| Backte Overview

Shenzhen Beilal Technology Co. Ltd (V1.1.12)/ 2023-10-19

78 Shenzhen Beilai Technology Co., Ltd V1.2



V2 S
( BLIIOT BL207 BACnet/IP BA 1/0

MAKE lIOT €EASIER

Device name 1D Q BLMQTT  Serial Number

anEqupmert Aam @ omine [ 3 A

) 3 #82

£

2ma

aEs

3 Al RIC Hist Query
- a i Al R < Hist Queryh
3 i Ame Hist Query
AT
a il MM RTCurveE  Hist Queryr
a ams o AmG AT Curved Hist Query
a i) = oo AlmQ RTCurve Hist Queryh
Test2021

wonaorae v omuoanes < [z 3 0 s W > n 1 e ks C

BL200M

Modbus Query
Configure Name Slave Address Function Code Mapping Address Register Address Data Type Data Value COM Port
03 1 3 40000 0 INT16 AB 1 COM1
03 S| 3 40001 1 INT16 AB 2 COM1
03 1 3 40002 2 INT16 AB 3 COM1
03 1 3 40003 3 INT16 AB 0 COM1
03 g 3 40004 4 INT16 AB 0 COM1
03 1 3 40005 5 INT16 AB i} COM1
03 1 3 40008 B INT16 AB 0 COoM1
03 1 3 40007 73 INT16 AB 0 COM1
03 1 3 40008 g INT16 AB 8 COM1
03 L 3 40009 g INT16 AB 0 COmM1

Back to Overview

Shenzhen Beilai Technelogy Co_Lid (V1.1.12)/ 2023-10-19

Dissemination

cancel
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BL200M

Modbus Query
Configure Name Slave Address Function Code Mapping Address Register Address Data Type Data Value COM Port
03 1 x 40000 0 INT16 AB 1 COoM1
03 1 3 40001 1 INT16 AB 2 CoM1
03 1 3 40002 2 INT16 AB 3 COoM1
03 1 3 40003 3 INT16 AB 0 COoM1
03 3 2 40004 4 INT16 AB 0 COoM1
03 1 3 40005 5 INT16 AB 10 Com1
03 1 3 40008 g INT16 AB 0 CoM1
03 1 3 40007 7 INT16 AB 0 CoM1
03 1 k| 40008 8 INT16 AB 8 COM1
03 1 3 40009 g INT16 AB 0 CoM1

Back to Overview

Shenzhen Beilai Technology Co. Ltd (V1.1.12)/ 2023-10-19

anequpment alarm B omne KB (1 =E2 3.0000 + «
o R [

. ‘1 B2 ) 0.0000 + «

. (1 BE2 0.0000 4+ «

- f WE-24 +

s 8 10.0000 + +
. (1 BE-2Z5 0.0000 + «

‘ (1 B2 0.0000 + «

£ (1 27 8.0000 + «

- (1 BiE2e 0.0000 + +

I ¥
|t

& eumarT

Test2021

FHE R - BT 2 Detne

10 AnaPage v
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6.2.2.5 Connecting BL206 to AliCloud

BL200OM  status~ System~ Sefings~ /O Module ~ Serial Module ~

Operation Control =

Cloud platiorm = Logout

Ali cloud settings

Ali cloud settings

Enable

Authentication method
Product Key{ProductiKey)
Device Name{DeviceName)
Device Serect{DeviceSerect)
Region ID

Fublish Period(s)

Publish only changed data

Data packing

Number of data

Device Serect -

BL200-miyao

East China 2

60

O

(@ Send multiple data in one message

100

Connect State Vot connected

| Save H Reset |

Shenzhen Beilal Technology Co._Ltd (V1.1.12) / 2023-10-19

1. Click "Cloud Platform"-"Alicloud". 2. Click "Enable" and select "Device Secret Key"
as the authentication method. 3. "Product Secret Key", "Device Name", "Device
Secret" and the content of the device certificate of Aliyun platform are the same. 4,
Select East China 2 for the region, fill in 60s for the release period, and customize the
data packages by packing 100 packages each. 5, Click "Save and Apply", and send
the configuration to BL206, and you can check the connection status to see whether
the connection is successful.
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Device Certificate

Device Certificate copy

DeviceMName BL200-miyac
DeviceSecret

Certificate Installation Modes

Copy

“w Introduction to the unique-certificate-per-device and unique-certificate-per-product modes

6.2.2.6 View and Send data on AliCloud

Login to Aliyun, click "TSL Data" to view the data, and refer to 7.1 Data Publish Format

for data point read/write identification. The data of local I/O and serial port slave are as

follows:
E () AlibabaCloud @ Workwencn @ China (Shanghai) v
€ loT Platform oT Platform De

Instance Details

< BL200-miyao [-=]

BL200-Z Vies

Devices
Products
Device Sha ™
Devices
Group:
Device Simulation Q

Default Module

82 Shenzhen Beilai Technology Co., Ltd V1.2
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= ) AlibabaCloud =~ @ Workbench © China (Shanghai) v a Epenses (CP Enteprise  Suport Tokes @ B O W ®
REG3070 REG3070 float Dec 22, 2022, 10:31:49.179 T - View Data
€ loT Platform
REG4000 REG4000 float Nov 3, 2023, 09:45:19.274 50 & View Data
Instance Details
Devites A~ REG£0000 REGA0000 int Nov 3, 2023, 094519274 1 - View Data
Products REG40001 REG40001 int Nov 3, 2023, 09:45:19.274 2 & View Data
Devices
REG40002 REG40002 int Nov 3, 2023, 09:45:19.274 3 - View Data
Groups
REG40003 REG40003 int Nov 3, 2023, 09:45:19.274 % = View Data
Device Distribution REGA0004 REGA0004 int Nov 3, 2023, 094519274 o - View Data
CACetiticats, REG40005 REG40005 int Nov 3, 2023, 09:45:19.274 o & View Data
Message Forwarding
REG40006 REG40006 float Nov 3, 2023, 09:45:19.274 00 - View Data
Resource Allocation v
REG40007 REG40007 int Nov 3, 2023, 09:45:19.274 o & View Data
Maintenance v
Link Analytics (4 REG40008 REG40008 float Nov 3, 2023, 0945:19.274 00 - View Data
LinicVisual - REG40009 REG4000% int Nov 3, 2023, 09:45:19.274 o & View Data
Docurientadonsnd Took REG40010 REG40010 float Oct 29, 2022, 15:11:59.542 528 - View Data
REG4002 REG4002 float Nov 3, 2023, 09:45:19.274 40 & View Data
REG4004 REG4004 float Nov 3, 2023, 09:45:19.274 40 - View Data
REG4006 REG4006 float Nov 3, 2023, 09:45:19.274 40 = 3
REG4008 REG4008 float Dec 22, 2022, 10:31:49.179 S — - View Data

Feedback

Send data: 1/0 REG1003 closed, serial slave REG4000 changed from "1

to "20".

Bl © #babacoud @ v © crn cranna) v Q e S A
€ loT Platform IoT Platform / Maintenance / Online D
Instance Details Online Debug
Devices A Selectdevice: | BLI0O-ES v BL200-miyso v
Preciice @ Onine debugging only supports debugging real equipment, piease use % Real-timeLogs ® Online Auvtoreiresh @ C

Device simulator
virtual equipment debugging

Devices Time Content
e ebugging | Service Calls | Remote Login
L [Status™alse” "Requestid™” “nstanceld " iot-public’,"Params”:"[ REG40009\"0\ REGA000\"0 \'REG30000 4\ 'REGA0001
w2, 4 'REGA0003\"0 \'REGA00021"3 ' REGA002\ "4 | REG £G400!
Devica Sirmulation Module:  Default Module v Nov3, 2023, 1001:19341 L A T e oy
0\ REG1001\"1\"REG1002,"0, [REG100: TOOA:0 VREGTO0DY 1 REGEUIIY 0\ REGEO08
Do Dot = 005\"0)\'REG2004\"1\'REG301
LRI REGT000REG1000) 005V"0\'REGT0004\"0\'seq\ " \'REG10003\-0)REG008\-200\'REG3O0AY 49‘539x92w997n7\ REG00OT" 0" Rsemoaé\ OVREG3008
\"0\"REG20009\"0)'REG20008\"/0\'REG3000\"3.10897627 148437SE-4 \"REG20003\") VREG: 3
CA Certificate . e 20004\":0\'RE REGI00041"0) RE 4\REG REG30001"2 e "\ GBRITGETOV REGEO08 OV REG3000
g, Ecxmos\“ﬂ"k[cxoﬂos\“u}“'nme“zozzHozmm 1034 332" ‘Reason’rtl parse failed” UteTi
me"72023-11-03T1001:19.3410800' ‘Hvl)D!ﬂK\VDdERMp(gmadDﬂl‘K}Dﬂ"ResuHData REG30000\ 50 - propertynot eurd
Message Forwarding v REGI001(REG100T) REG2001 vRE VR
e ~pvcp=nyrvoﬂcund\ REGWWS\'”S@?Z e o CRESIo00s
Please select a parameter (bool) | Debugging v Vs0s2 - 002 - " \REG100 - property not found\" \'REG100031'A°092 - pro
Resource Allocation pevtyno”cunﬂ\\R!C‘WDZ\\5092 prcpmyncﬂcund\ VREG2000TY \susz prapmmuma\ VREGEDOD6V'S082 - properyno
toun o
. REG1002(REG1002) e 2 - prop N \REC rfouna
Malotanance i~ \"5092 - proper ) oropery nat found\\-REGIO003\A'S082 - pmpenynaﬂmmd’\”
fease selecta param | Debugging v o pegcty o plncines swz  proparty nok fondh VREGHOODTVA 2. s : A
' = perty not found\"\'REG3000 prop
o . o ek sG0181 9597657551016 A0S Frodorkey DL B g Devcalame EE0E s
REG1003(REG1003) i
& Mgy
Rabond 11 ~ | pebugging v
= TS Estatus™u st me":"2023-11-03 10:01:19.330° Operation’:/sys/a1dErDrQI/BL200-mi
Device Log Novs 20 tomvtsay T epopey 3 me"2023-1-03T10.01:19.330-0800" tot-HhODIOKIYDIERMpCgmad00
2l 000", ResultDa SOfe0161688976679310162100065 “Productiey aTGENDrQl’ BzCode" ThingMode!” ‘Devcename’BL20
Online Debug v Debugging v ms Nimeaged 303555 25606 280)
Secure Tunnel REGUOS(REG1005) TSL St Rt st publc Faame\REGAO0910 VREGIOO00\ REGRHOH01 1\ REGAO00 4 REGAO001
S ; < Nevaptoarians amy vavREsionn: 1'\\:;54004\ REGAIO0D "0V REGIO002 3 REGADDE\4\ REGIO003 0\ REGIOO0 0\ REGAIOD\5 REGA000
Remote Config O\REGI0OT\'1) 1 REG1004"0) RE 1 ) \'REG200610)\ RE -0\ 'REG2002\"0\REG2
REGI006(REG1008 0050\ REG200AV T\ REG3OTOL' RE €6 0\ RE & 3
§ ! 005\"OVREGTO004\ 0\ seq] 'RfG‘WOZ\ O\Rmm\ O\'REGI004\"4 160644531\ REG200 REG20006\"0\'REG300
OTA Update = GAd L - AL ALt S ol e TR o M
VR N
Set | Setepectatons | Reset
5 Feedback
& loT Platform T Platiorm / Maintenance / Online Debug
Instance Details Online Debug
Devices A Selctdevices BLO-ZH v | BL200-miyeo ¥
Products o o ) culpment plesseuse % Realtimelogs @ onine anoretresn @O C B
evice simulator
virtual equipment debugging
Devices Time Content
o operty Debugging | Senvice Calls | Remote Login =
5L St el Reaueste ™ stanceld it publc oo\ REGISOOS\ "0\ REGIO008 "0\ RESI000011  REGHO05, 4 REG001
vavaechch: atsioner 4\ RECmDﬂ 64000213 \'REGA002\":4 ' REGA0005\"0,\" Rsﬁmam\ O\'REGAO00\"5\'REGAO0OT\":
Device Simulation Module:  Default Module v Nov3, 2023, 095919322 ey Bl ss el el
OVREGIOOT\ 0\'REGT000V1 'REG2007\"0)'RE £G2003,
E 002 \‘REG;mu\— REG2001\"0\'REG2000\"0)\'REG100021"0\ REG10008\"0 \'REG \VREG!
Jo00(REGT RE REG
il sy REOMW\ oy Riczoms\ n\xzczmo\ magvammms 4\ REG20003\" 0\ RE U REG3002\"0\ REG
CA Certificate lease select 2 parameter V| Debugging v el
= } s o onowseznoos\ owsezom\ 0, Time"2023-11.03 095818322" Operation Check ~"Code: 632" Reason |pusemea uuh
18:322+0800" lotld" HnODIOKYDERMpCmad000000" es REGS0000\'5083 - prapery o
Message Forwarding REG1001(REG1001T) REG20000\'A"5092 - props ~prop e
1000815092 - pmpznyrmﬂmmu REG100 2 - prop £\ REGIC008VA'S092 - prop ¢ VREG10005
. Please select  parameter (boo | Debugging v 5092 - 5082 \'REG10004 - property “\REGI0003\'A"5092 - pro
Resource Allocation v per!yno”auns\'\‘REGIOODZ\' S052- mpmynmrom REG20007\'A"5092 - props \'REG20006\"\'5092 - property no
o\ property VREG: 5092 - prope REG20003\"4°5092 -
REG1002(REG1002) - broge +\'REG20004 . iy "REG
Maintenance ~ moeg 5002 propery nchm REG30004\5082 - pops \REG300031'A"5092 - props ©\REG30002
parameter box | Debugging v v fime\\'5092 - p % 5092 -pr
Real-time Monitoring syt REG %2 - progerty
e — Tra ,m DeviceName: 300 mys
Dashboard - o
i L St Reuests stonceld it pul Prams” 23-11-03 0958119310 “Operation"/sys/a1dEXDQK/BL200-mi
Device Log REG1004(REG1004) o TSR yaa/mngmwmpeny/posr ode":"200", Reasor ftcTime":*2023-1 “lotid™:"HhODIOK1YDd 000
foe3; 000" "ResuitData - "ProductKey” Qi BizCode': ThingModel' DeviceName™L20
Oniine Dby Pl parames v 0-miyacr, Messageld:'1720259327666474426")
. Seterpect.
Secure Tunnel REGIO0S(REG1005) TS e kA e S 100 O O RO
sen et 120" Reas ime2023-1 Tot
. 2 parameter (bool | Debugging v Nev3, 2023, 085845423 G7ef0181638976725391161260065" “Productkey a1dEXDFQIK-"BizCode" ThingModel" DeviceNam
Remote Config 20259185671296513')
REGIOOG(REG1006)
OTA Update = N - - - - N . 2
& Feedback
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BL200M

10 status
10 Slot:1,Module Type:DO,Module Name:M2082

Channels Modbus Address Value PowerOn Status Open/Close

1 1000 Close Open e OpeniClose
2 1001 Close Open v Open/Close
3 1002 Cpen ~ COpeniClose
4 1003 Close b4 OpeniClose
5 1004 Open Open v OpeniClose
B 1005 Cipen ~ COpeniClose
T 1006 Cpen e OpeniClose
g 1007 Open Open v OpenfClose

Back to Overview Save & Apply Save

Shenzhen Beilai Technology Co. Ltd (V1.1.12) f 2023-10-19

E () AlibabaCloud & Workwencn @ China (Shangha

& 10T Platform 16T Platform / Maintenance / Online Debi

Enterprise  Support

Online Debug

Instance Details

Devices Select device: v o
Eradick © Online debu please use Real-time Logs ® 5
Device simuls
virtus equipm
Devices .
Groups
TS
Device Simulation Module:  Default Moduie v Nov3,2023, 100319346

Device Distribution 2
REGT000(REG1000

CA Certificate Pless selécta paranilas (500 v

30006\ 3000510)" Time"2023-11-03 100319346 ‘Operation""Check' Code"* 6332+ Reason' 6 prse faled’"UKCT:
me"2023-11-03T10:03:19.346 0800 K'Y MpLgmuch\.QﬂO ResuHDota- REG30000VA"5082 - Foperyfotfound
X : \'REG20000\"A"5092 - pr ound\"\'REG100091""5092 - props E
100081°A'5092 - property o found\'\'REG10007\-\"5082 - propery ot founch" REG10006\'A'5092 - pooer‘yna(:aund\ zrmscfas
\''5092 - property ot found\ 5092 - property not found\’ 5092 - property not fous
U020 5052 popery ot fund TVA'5002 - nroperl', rt found R
5092 - p 5

o0z property not found\'

| propery not ound\\REG3(

Message Forwarding REG1001REGT00T

Resource Allocation

REG1002(REG1002)

20005\'5082 - prope
A°500; 3 ot fou

Maintenance

’Eﬂ

e
5002

Real-time Monitoring

roperty nit foun 3000
B inghoder oo iy

1003) o "Messageld™)

Dashboard 1 v
U Status”true” Requestd ™ nstanceld it public’Paras 03 100 Ope: y5/81dEXDAQI/BL200-mi
Device Log REGT004(REG1004) Nov3, 2023, 100319336 roperty/post’,"Code":"20 UtcTime* zazm 03T10:03:19.336+0800"," oﬂd }»rDD\OK'VBdER‘y{p(gma:COﬂ
o321 3 Traceld""s3fef018 16985769993 18625800065" Productkey 21 ErXDrQlk BizCode" TringModel” DeviceName-r8L20
v v m Ie17202603346043965.
Online Debug . 0-miyaor, Messageld""1720260334604306544")

Secure Tunnel REGI005(REG1003 11-03 100307.519" " Operat

11-03710:03:07.519+0800",

/5ys/a1dEXDAQIK/BL200-mi
“HhODIOKTYDAERMpC

U St e R4 el okl Pens T

Nov3,2023, 100307519 e e

Remote Config TR0yt MsesgH e 120205 ORASRE
REGIO00B(REG1006

OTA Update

[ set Set expectations
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E () AlibabaCloud @ Workbench © China (Shangnai) v 1P Enterprise  Support  Ticke 8w @ e
& loT Platform feT Platform e
intance Detalls Online Debug
Devices v -miyeo v
Products vt debugging reslequipment, plesse use Real-time Logs @ Oniine Auto-Refresh @D C
g9ing b
Devices i .
Groups
T et nstanceld it pulic Paams\ REGALOEE\0\ REGIOE0B\'0\ REGIE0001 1 REGAOO8 4V REG0001
- 4004 003" 203 REGA002V":4 ) REGA0005\" 0\ REGA0004 v\ n
Device Simulation Module:  Defauit Module v Nov3, 2023, 100519342 REGTO0021°0  REGTO00TV 0\

Device Distribution

CA Certificate

\ \-0F, Time""2023-
me":"2023-11-03T10.05119.342+ 0800, "lotld" KhODIOK YD
\ENRECIIOOTA°5002 - progerty ot un . VHEC20000

Message Forwarding 92 - property

Chegionns

100081"\"5092 - pr oorecstae- X 5092 - y
V5082 - property not found e w5092 ty 610004 w>cs.-orapmy~mom \Rimcoﬂv\ 5092 -
Resource Allocation cai0000) @ perty not found\" \REG10002 rapery ok o REGHIOT\ SIS . roprt e o 0006\1°5092 - property no

0008\ 5002 -
oroperty netfound\ REG20005\ 5092 - n 20004\'4"5092 - property not found' \'REG
3092 - property netfoune \Rsuxmam 3 \'5092 - property not found\" \'REG30002

092 - property not found\"'tim 30008\"°5002 - pr
5092 - gy

Maintenance

5092 - property not found\”
one'\(REGROOOTVA"5092 - property not foundh"\ REGIO00B\ ' 00:
aceldaSfOT8 6989771163 15151 640065 Prodctiey" a dEXDIGIL BnCader Thnghodel” DeviceName--8L200.m

Real-time Monitoring REGAO001(REGA000T) @

Dashboard
REGA0002(REG40002) @ [Status"rtrue’, Requestld™™ nstanceldFot-public” Para ime"2023-11-03 1005:1931", Operation':/sys/aTdEXDIQI/BL200-mi
Device Log R yaothing/event/property/post’Code’"200" ‘Reason "2023-11-03T10,05:19.3310800", lotid""HrODIOK1YDIERMpCamad00
2023, 10051933 000" “ResultDats""" Traceld""20fef01816988771193151516d0085" “Productey "3 GENDIQIK"“BizCode™ ThingModel” “DeviceNam:
Online Debug 0-miyao” “Messageld"1720260837912642048")
REGA0003REGAON3) @
Secure Tunnel e 0 L (Status"fase" "Requestid"

REGADO00\VREGAO00E\ 0\ REGI0000V: 1 REGAD
A4\"REG40005\"0\"'REGA0004\"0 \'REGAO0O\'
om\ D\REC10000  REG 00810, e 008

5
g V"2, 'REGA0000\" 1
0} 'REG400061
REGA004(REGA0004) @ 0} 'REG1007

Nov 3, 2023, 10:04:19337
Remote Config

OTA Update

Set exps Reset

BL200M

Modbus Query

Configure Name Slave Address Function Code Mapping Address Register Address Data Type Data Value COM Port

03 1 3 40000 0 INT16 AB 20 comi
03 1 3 40001 1 INT16 AB 2 COoM1
03 1 3 40002 2 INT16 AB 3 COoM1
03 1 3 40003 3 INT16 AB 0 COM1
03 1 3 40004 4 INT16 AB 0 COM1
03 1 3 40005 5 INT16 AB 0 com1
03 1 3 40006 i} INT16 AB 0 comi
03 1 3 40007 7 INT16 AB 0 com1
03 1 3 40008 & INT16 AB 0 comi
03 1 3 40009 9 INT16 AB 0 Com1

Back to Overview

Shenzhen Beilai Technology Co. Ltd (V1.1.12) / 2023-10-19

85 Shenzhen Beilai Technology Co., Ltd V1.2



VN
(BLIIOT

®

MAKE lIOT €EASIER
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= (-] Alibaba Cloud i vnnench; @ China (Shanghai) v

€ IoT Platform

Instance Details
Devices

Products

Devices

Groups

Device Simulation

Device Distribution

CA Certificate
Message Forwarding
Resource Allocation
Maintenance

Real-time Monitoring

Dashboard

Device Log

Online Debug

Secure Tunnel

Remote Config

OTA Update

86

IoT Platform / Maintenance / Oniine Debug

Online Debug

Selectdevice: | BL200-ZH v | BL200-miyso v

only please use
virtual equipment debugging

Property Debugging | Service Calls | Remote Login

Module:  Default Module v

Debugging
REGA03B(REG4038) @

Enter a parameter (loat) Debugging
REGZ0000(REG40000) @

2 Debugging
REG40001(REG40001) @

Enter a parameter int) Debugging
REG40002(REG40002) @

Enter a parameter (i) Debugging
REGA0003(REG40003) @

Enter a parameter (int) Debugging
REGA0004REG40004) @

Enter a parameter (int) Debugging

x
Device simulator

v

Real-time Logs ® O

Time

kit
Nov3, 2023, 1008:19344

TS
Nov 3, 2023, 100819334

L
Nov3, 2023, 1007:32030

Search Expenses ICP  Enterprise  Support Tickets } B O W @ &N

Auto-Refresh @D C

Content

REANO0 REGAN0N O RECH IO RECIO0OL K REGHNT

\RE 1REG2007\0 \ RE ‘M‘

VRE
'1\‘R[C3mﬂ\ 10\ REC "0 \REG ) ) 0) 1
005\"0)'REG10004 1 EG3008\"-200\"RE( 49292&!9957171575\'REGZW07\‘0\'REGZDW6\'O\‘REGN

T o\ SEeanmon mzooﬁs\- RE RE ' 5

"REG300
t parse faled, UtcTi

me"2023-11.05 100819344 Operation- R

OO\ REGI0000\ 0\ REGI000 T ode"'6332"

me"72023-11-03T" DO DAERMSCamacoou0> Renstbst (v REG30000 300 pmy:«yn:\\'mmd
"REG20001\'A"5092 - Pprer!ynmlwnu "\'REG20000 - prop: RE REG
100081"\"5092 EG10005
\A'5002 - pmpenynoﬂoun e «“sngz property m«md\ 3% RECmQuA\“”SﬂQZ propery ncﬂcund\“\REGmOﬂi\ A°5092 - pro
- property o
Tiouna - prop R - prop RE 5092 - pr
\'REG20002\"A"5092 - proper REG2! -pr

\'\'5092 - props 0 ~property \REGIO003\A 5052 - property ot founh: \“RE&}nmz
\'\"5092 - property not found\" ' 052 - property ot found\REGBO0T15082 - property ot found\RE

operty not found\"\'REG30007\"A'S092 - property not found\"\" REG30006\"\'5092 - property not found\"\'REG30005\"A"5092 - pmpem
e ibloeitithocs i it M aast it i et e o oA R
Messageld™}

[Status"true” Requestid™s

P Time 2003103 100810354 -Opention
yaofthing/event/property/post’"Cod Time"'2023-11-03T1008:19.334-

T Rem e Bty teorer a7 S90S 47570085 oductkey "1 SERXDIQ)
0-miyao" "Messageld""1720261592886919168")

sys/a1dENDAQIK/BL00-mi
lotld"HhODIOK1YDAERMpComad000
icoce “ThingMode" DeviceName'BL20

"Status™true" "Requestd":","Instanceldiot-public’"Params":",Time""2023-11-03 1007.32.030° “Operation"s/sys/a1dErXDrQIK/BL200-mm
Yaofthing/service/property/set_reply", “Code":"200" Reason”" “UtcTime :"2023-11-03T10:07:32.030+0800" "lotld""HhODIOKYDGERMpCgma
4000000, ‘ResultDatar " Traceld"adfef018169897725201663120065" ProductKey ™3 dErXDrQIK" "BizCode™ ThingModel"DeviceNam
€''BL200-miyao", Messageld™ 1720261394491800065')
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6.2.2.7 Connecting BL206 to the AWS

BL200M  statws -

Aws cloud settings

Aws cloud settings

Enable
Host(EndPoint)  azyxyvh50cobf-ats.iot.us-east-1.an
Client1D 402482273034
Thing Name BL200
Certificate authority [ fete/mgtt/aws/AmazonRootCA1 pem (1.19 KB)
@ letc/mgtt/awsiroot crt
Device certificate [ fete/matt/aws/b21ed2de 191 426¢3-certificate pem.crt (1.22 KB)
@ letc/mgtt/awsilocal.crt
Device private key [ fete/mgttiaws/b21ed2de 191.._b697426c3-private pem key (1.68 KB)
@ Jetc/mgtt/awsiprivate key
Publish Topic | iet/topic
Publish Period(s) | 60

Publish only changed data [

Shadow Data select | All data v

Data packing

1@ Send multiple data in one message

Number of data 100

Connect State ~ Connected

(%

Save & Apply |

|| Reset |

Shenzhen Beilai Technology Co. Ltd (V1.1.12) / 2023-10-19
Instructions: 1. Click "Cloud Platform"-"AWS Cloud" 2. Click "Enable". 3. End point:
Fill in the same node as the end point in "Settings"-"Device Data End Point" of
Amazon Cloud Platform.

AWS 6T > Settings

Settings e

Device data endpoint infa

¥our devices can use your account's device data endpeint to connect ta AWS,

Each of your things has a REST API available at this endpeint. MQTT clients and AWS loT Device SDKs [ also use this endpoint.

Endpoint
{5 azyxyvh50co6f-ats.iot.us-east-1.amazonaws.com

Select security policy Info

o customize your TLS settings, LS versions and

‘ loTSecurityPolicy_TLS12_1_0_2015_01

Compare security policies [4

87 Shenzhen Beilai Technology Co., Ltd V1.2
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4. Client ID: Fill in the user ID, Thing name: Fill in the thing name created by
Amazon.com. 5. Certificate authority, device certificate and device private key are the
certificates generated when you upload the thing created by Amazon.com. Download
them from Amazon.com. How to upload: Click "Select File"-"Upload File", click the
certificate, click the open button in the pop-up window, click "Upload File" in the
configuration interface, and upload it to the configuration box. Click "Upload File" in
the configuration interface to upload it, select the certificate you need in the box and
click it. 6. Publishing topic: Fill in the Amazon platform topic, such as iot/topic. 7.
Publishing cycle: 60s. 8. Shadow data selection: Amazon platform shadow send to
control BL206, do not need to send control, select "no", send control data can choose
to support all data or individual data can be controlled. 9. Data packing 100 per
package, customized. 10. Click "Save and Apply", send the configuration to BL206,
the connection status can be queried whether the connection is successful.

6.2.2.8 AWS View and Send Data

Click "MQTT Test Client" to subscribe to the BL206 Amazon Cloud Configuration
publish topic "iot/topic".

MQTT test client we

Subscribe to a topic | Publish to a topic

Subscriptions iat/topic Pause cloar | [ Export Edit

88 Shenzhen Beilai Technology Co., Ltd V12
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AWS loT x
Sibriter Subscriptions iot/topic
Jotfrople @ X | Message payload
Connect
(
Connect one dey

nessage’: "Hello from AWS IoT console”
» Connect many devices }

» Additional configuration
Test

» Device Advisor

MQTT test client

Device Location New
e v iot/topic November 03, 2023, 10:55:04 (UTC+0800)

Manage
{ "REG1000": 0, "REG1001": 1, "REG1002": 0, "REG1003": 0, "REG1004": O, "REG1005": 6, "REG1006

©, "REG2007": 0, "REG3000": 0.0003108975271484375, "REG3002": 0,
» Greengrass devices E "1 4, " -200, "REG3010": -200, "REG10000": 1, "REGI0001": O, "REG10002":

“REG1007": 0, "REG2000": 0, "REG2001": O,
3004": 4.7910346984863281, "REG3006": O,
‘REG10003": ©, "REG10004": 0, "REG10005

» All devices

» LPWAN devices

Software packages New

» Remote actions

» Message routing » Properties

Retained messages

» Security
» Fleet Hub wlot/toplc November 03, 2023, 10:53:58 (UTC+0800)
Device software REG1001": 1, "REG1002": 0, "REGL003": 0, "REG1004": O, "REG1005": O, "REG1006": : 0, "REG2000": O, "REG2001": O, "REG2002": 0, "REG2003"

o, "REG2006"
: 4, "Rec3008’

4.7689342498779297. "REG400Q": 5, "REG4002"
Billing groups

Settings
“REG30000"

Feature spotlight :
2, "REG20002

Document

tion [

Shadow control REG1000 closed and slave REG40000 is changed from "1" to "20".

v iot/topic Movember 03, 2023, 15:52:55 (UTC+0800)

{|'REGI@ee™: ] "REG1@1": @, "REGl@2": 1, "REG10E3": @, "REG1Pe4": @, "REG10eS": @, "REG1006™: @, "REG1097": @, "REG2009": @, "REG2001": @, "REG2082": @, "REG2003": @, "REG200
477 1, "REG2005": , "REG2606™: 8, "REG2007": 0, "REG3000": 0.0003168975271434375, "REG3002": @, "REG3004™: 4.5077432250076562, "REG3I0G6™: 0, "REG4B00”: 5, "REG4002": 4, "REG460
4": 4, "REG4006™: 4, "REG3@O5": -200, "REG3010": -200, "REG10009": 1, "REG10@01": @, "REGLO@E2": @, "REG10903": @, "REG18004™: 0, "REGLO9@S": @, "REG1000E": @, "REG10007": @, "RE
Glog03": @, "REGLO000™: 6, "REG26086": 1, "REG20061": 1, "REG20002™: &, "REG26063": 0, "REG20004”: 0, "REG20005": 8, "REG20006": 0, "REG20007": @, "REG20008": 0, "REG26060": O,

"REG3I009E": 1, "REG30@01": 2, "REG3002": 3, "REGI003": 4, "REG30004": @, "REG300S
2, "REGAGGO2": 3, "REGAG003": O, "REG40004™:

: @, "REG300D6": @, "REG3@007": @, "REGI@DES": @, "REG3E0e9™: @, | REG40000" "REG40091":

©, "REG40@G5": @, "REGAGAGS": B, "REG4G007": B, "REG4GAGS": B, "REG4EE0S": @, “time": "1698957375", "seq”: 1 }

AWS 10T x

; BL200 v [ et | [ [ oot ]

BWSIaT > Mansge > Thips > BLI0O

Thing details

Attributes | Certificates | Thing groups Activity | packagesandversions | Jsbs | Alarms | Defender metrics
Device Shadows (1) e e
[an ! e
Narme a | MOTTtapie prefix | Flset indexing status Last updsted date
| 09 Saws/things/BL200/ November 03, 2023, 1057:44 (UTC+08:00)

89 Shenzhen Beilai Technology Co., Ltd V1.2
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AWS loT X AWS 16T ) Manage

3 BL20O ) Classic Shadow

bl Fleet indexing named shadow selection s now available

Manage fleet indexing
Yous can select named shadows to 20d o your fleet indexing settings = =

Classic Shadow

Delete

Device Shadow details

ARN
(9 amawsiotus-east-1.402482273034:1hing /81 200

ey SOLOBH-ats ot us-east-1 amazonaws. comythings/BL2DO/shadow

MQTT topies

Device Shadow document infe

enertes, desies, and oeia a5t ahe sat e o s o
Device Shadow state
» Fleetbub desired™: {
“weleome": “aws-iot”,
“REG1008": 1",
Davice software ‘REA0E00": "20"
Billing 2
* “eannevasts ¢
Edit Device Shadow state X
@ Updsting the Devies Shadow state sends Update MEsS3ges to your 3pps and serices
Device Shadowstate
1 R
1 o,
12 3
13 e,
u e,
15 °,
1 o,
17 °,
5 5.0,
1 ae,
» a.,
¥ 4
SON  Uine 1, Column 1 @) Em A @

Cancel

¥ iot/topic November 03, 2023, 15:56:14 (UTC+0800)

REG18@1%: @, "REG1@62": 1, "REG1®@3": @, "REG1AG4": ©, "REG1005™: 8, "REG1O06"
1, "REG28@5": @, "REG2086": @, "REG2807": @, "REG3000": 0.8003188975271484375, "REG3002": @, "REG30@4™: 4,9061546325683594, "REG3@A6": @, "REGAGAA™: 5, "REG40@2": 4, "REG488
4, "REG4GEE": 4, "REG38@3": -20@, "REG3616": -208, "REG10@0@": 1, "REG1EG01": @, "REG1AEA2": @, "REG1EEA3": @, "REG1@ME4™: @, "REGL@@AS": @, "REG1A®AE": B, "REG1OGA7": @, "RE
G18008": @, "REG109@9": @, "REG20008": 1, "REG20801": 1, "REG20802": @, "REG20803": ©, "REG20A84™: @, "REG200@5": @, "REG20906": 0, "REG20807": B, "REG200OE “REG20002": 8,

"REG30@0e": 1, "REG3GEP1": 2, "REGIGEA2": 3, "REG3@003": 4, "REG300@4": @, "REG3@@05": @, "REG3@P@6": @, "REG3GE7": @, "REG300ES": @, "REG30003": O,|"REGieoee": 20,] "REG4eee1”:
3, "REG40093": @, "REG40094": ©, "REGI@005": "REG40006": @, "REGAE0O7": @, "REG40@ES": @, "REG40008™: @, "time": "1698998174", "seq": 1 }

@, "REG1#67": @, "REG2000": @, “REG2001": @, "REG20@2": @, "REG2093": @, "REG200

90 Shenzhen Beilai Technology Co., Ltd V1.2
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6.2.2.9 Connecting BL206 to Huawei Cloud

BL200M Stalus ~ System ~ Seifings ~ /O Module ~  Serial Module ~  Operation Control +  Cloud platform ~  Logout

Huawei cloud settings

Huawei cloud settings

Enable
Authentication method Device Serect v
Device ID AR B 200
Secret key

Service ID BL200

RegionID  CN North-Beijngd v

Publish Period(s) 60

Publish only changed data

Data packing

@ Send multiple data in ene message
Number of data 100

Connect State ~ Connected

|. Save || Reset |

Shenzhen Beilai Technolagy Co., Lid (V1.1.12}/ 2023-10-19

Instructions: 1. Click "Cloud Platform"-"Huawei Cloud". 2. Click "Enable" and select
"Device Secret" as the authentication method. 3. Device ID is the same as the device
ID of Huawei Cloud Platform, and the key is the password entered by Huawei Cloud
Platform to create the device. 4. Service ID is the same as the service ID of Huawei
Cloud Platform to create the product. 5. Region ID: Select North China-Beijing4, and
you can fill in the IP address if you select others. 6. Publish period: 60s 7. Data
packing 100 per package, customized. 8. Click "Save and Apply", the Huawei Cloud
configuration is sent to BL206, and the connection status can be queried whether the

connection is successful or not.

6.2.2.10 Huawei Cloud View and Send Data

Log in to Huawei Cloud, click Device - Device Info to view the data, and click View All
Attributes or Device Shadow to view the data. Click "View All Properties" or "Device
Shadow" to view the data, and refer to 7.1 Data Publish Format for data point
read/write identifiers. The data of local I/0O and serial port slave are as follows:

91 Shenzhen Beilai Technology Co., Ltd V12
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HUAWEI CLOUD

10T Device Al Devices / Device Details
Access

CloudRunlogs  Cloud Delivery  Device Shadow Message Trace  Device Monitoring ~ Child Devices  Tags
Basic

G Product  BL200

Overvie
BLXXX Device ID _Bi2oo O
Nod sL200 O Authenticat

Products

vices a Secret  Reset S¢

| AllDevices

Oct 13, 2022 11:50:58 GMT+08:00 Directly connected

Groups.

escription -2 Activated Oct 13,2022 13:53:24 GMT+08:00

ne Nov 03, 2023 16:45:47 GMT+08:00 L

View
Para
Rules v
] v
Product Model Data () Quer HistorcalData @
10TDA Instances
Lastest Reported Time: Nov 03, 2023 16:51:51 GMT+08:00

Profles
Storage Management
10T Device Provisioning REG40000 REG40002 REG1064 REG1065

REGA40000 640002 EG1064 £G1065
Documentation o

20 3 0 0
AP Explorer

Forum for help

HUAWEI CLOUD Console

Py

-

© 8 &

Device Details

loT Device
Access

Device Info Cloud Run Logs Cloud Delivery Message Trace Device Monitoring Child Devices Tags

tions o
Learn more>>

er

Overview
Configure Property
Products
Devices = Service Y Property Access Mode [eported Yhlue Desired Value @
| All Devices BL200 REG1000 Read-only,Writable 1
Groups REG1001 Read-only, Writable 0
Software/Fimware
Upgrades REG1002 Read-only, Writable 1
Device CA REG1003 Read-only Writable 0
Certificates
Rules v REG1004 Read-only,Writable 0
ORM > REG1005 Read-only,Writable 0
Resource Spaces
REG1006 Read-onlyWritable | 0
10TDA Instances
REG1007 Read-only.Writable 0
Profiles
Storage Management REG1008 Read-only,Writable 0
loTDetice Provishouing, 2 REG1008 Read-only,Writable 0
Documentation &
REG1010 Read-onlyWiitable | 0
API Explorer |54
2 REG1011 Read-only,Writable 0
Forum for help

92 Shenzhen Beilai Technology Co., Ltd V1.2
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" HUAWEI CLOUD

1l

loT Device REGAD1A Read-only it
Access

REGADIE

Basic [Changa |

Difah REG4120
REGAD22
REGA024
REG4026

- REG4028

REGA03)

REGA032

REGA4034

REGAD36

REGADI5

REGAD35

REG10000

REGA0000

REGA4D02

REGA0006

Shadow send: Control REG1000 to close, REG1001 to disconnect, REG1002 to
disconnect. Shadow send control AO and control DO with the same principle, need to
output how much value, fill in the value can be, AO send control does not do the
demonstration.BL206 Huawei Cloud temporarily does not support the message send
down and command send down way control.

" Huawel cLouD
= loT Device All Devices | Device Details
Access
& DeviceInfa  Cloud Runlogs  Cloud Delivery Device Shadow Message Trace Device Monifloring  Child Devices  Tags
e Configure Property
Escl
m
@ o P
B8
& Service T Property Access Mode Reported Value Service Property lesired Value
& BL200 REG1000 Read-onlyWritabls | 0 REG1000
B REG1081 Read-onlyWriable | 1
S REG1001
Software/Fimware
& Upgrades REG1002 Read-onlyWiitable | 1
. REC
= Device CA REG1003 Resd-only Wiitable 0
= Corticats
& nu = REGI004 ReadioriyWitable 0 £61003
@ | o > REG1005 Reagonly Writable 0 REGI004
Resource Spy
@ REG1006 ReadonlyWrishie 0
IaTDA Instancs REG1
e REG1007 ReadonlyWriable 0
rofies
REG1
tora REG1008 ReadonlyWikable 0
’ REG100% Read-only Writable ] REG1007
Documentation <}
REG1010 ReadonlyWikable 10 =%
AP| Explorer o 2l
, REGI01 Read-only Wiitsble 0

Forum for help
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, HUAWEI CLOUD Console
= |oT Device Devices / Device Details
Access
Device Info Cloud Run Logs
o Basic
© o
it
- Configure Property
(
) Service v
. 8L200
&
&
&

Cloud Delivery Device Shadow Message Trace Device Monitoring Child Devices Tags

Property Access Mode Reported Value Desiced Val Operation

REG1000

REG1001

REG1002

REG1003

REG1004

REG1005

REG1006

REG1007

REG1008

REG1009

REG1010

REG1011

6.2.2.11 Connecting Thingsboard

Thingsboard cloud connects to the Pro version of the cloud service with the domain

name: thingsboard.cloud. To connect to other thingsboard-formatted cloud platforms,

select "Other thingsboard servers". For the time being, only the topic:

v1/devices/me/telemetry is supported.

BL200M Status System =

Settings = /O Module ~  Serial Module ~  Operation Control Cloud platform ~  Logout

Thingsboard Cloud settings
Cloud connection settings

Enable setting

Thingsboard platform

MQTT Client ID

User Name

Password

Publish Period(s)

Data Retransmission Enable

Data packing

Number of data

Publish only changed data

Connect State
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Instructions: 1. Click "Cloud Platform"-"Thingsboard Cloud". 2. Click "Enable" and
select "ThingBoard Cloud". 3. Fill in the MQTT client ID, user name and password in
the same way as you fill in MQTT Basic when you create a device for thingsboard
platform. 4. Publish period: 60s. 5. Data Packaging 6. Click "Save and Apply" to send
the thingsboard cloud configuration to BL206, and you can check whether the
connection status is successful or not.

6.2.2.12 Thingsboard View Data

Thingsboard sends down control data that is not supported at this time.

& 5 @ @ thingsbosrd cloud/entities/devices/al

@Thingﬁggm G Devices > GaAl

0 Al

A Alarms device.devices | ¥ device device-finertie | @i

% Dashboards
[ createdtime 4 Name Desice profile Label state Gustomer name Groups s gateway

= Solution templates

N smsnassaess seoo detash Active [m] ]
& Entities @

[ Devices.

1 Assets
m Enlity Views
d Profi
1B Device profiles
@ Asset profiles
2 Customers

O users

M@ imegrations center

% Advanced features

Current subscription [ ThingsBoard Cloud Maker | = ‘v e
EEOY ol cnds on the Dec3. 2023 L

[ Devices > (el All

@ Al @ Groups
5 Plan and billing
A Alarms device.devices | = device.device-filter-title 19 Include customd
Device details
5 Dashboards
= O createdtime 4 Name Device profile 7
Details Attributes Latest telemetry Alarms Events Relations Audit Logs Version control
& Solution templates
O 202110319208 BL200 default
4 Entities
Telemetry + Q
0 Devices
B3 Assets [0 Lastupdate time Key Value
m Entity Views _
[ 2031103201626 | Reciooo 1 ]
& Profiles
2021103201626 |  REG10000 1 ]
. [m] [ ]
D Asset profiles [ 2031103201626 | Reo10001 i
SicERnaE [ 2031103201626 | Recro002 om i
© users
[ 2031103201626 | ReG10003 o i
@ Integrations center
[0 2031103201626 | Reo1000 0 i
[ 2031103201626 | Resiooos 3 i
[ 2031103201626 | Rec10006 0 [
m Resources
[0 2031103201625 | Reoi0007 0 i
M Notification center
pagina 0 1~ 30 paginator tems-per-page-separator 68 >l

@ Api usage
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BL200

Device details

Details Attributes Latest telemetry Alarms Events Relations Audit Logs Version control
Telemetry + Q
|:| Last update time Key Value
[J =202311-032018:26 REG3010 200 [ ]
[0 =202311-032011826 REGA000 5 [ ]
[J 202311-032018:26 REG40000 20 []
[0 202311-0320718:26 REG40001 2 []
[0 202311-0320118:26 REG40002 3 [ ]
[ 202311-0320118:26 REG40003 0 []
[ 20231103 2018:26 REG40004 0 [ ]
[0 2023110320826 REG40005 0 [ ]
[ =z02311-03 201826 REG40006 i [ ]
T
paginator.items-per-page 30 - ‘ 31 - 60 paginator.items-per-page-separator 68 1€ < > >

BL200

Device details

Details Attributes Latest telemetry Alarms Events Relations Audit Logs Version control

Telemetry + Q
|:| Last update time Key 1+ Value

[0 202311-0320:19:26 REGA0007 0 [}
[0 =202311-0320:19:26 REGA0008 0 [ ]
[0 202311-0320:19:26 REG40009 0 [}
[ 2023-11-0320:19:26 REG4002 4 [}
[0 =202311-0320:19:26 REG4004 4 [
[0 z023-11-0320019:26 REG4006 4 [ ]
[0 202311-0320:19:26 seq 1 [ ]
[0 2023-11-0320:19:26 time 1699013966 [}

30 - | 61 - 68 paginator.items-per-page-separator 68 1< <

paginator items-per-page
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7 Custom MQTT Protocol

7.1 Data Publish Format

If data packaging is checked during configuration, multiple I/O data points will be sent
in one message (multiple messages will be sent separately when there are many data
points, and each message contains multiple data points), if not checked, the message
only corresponds to one I/O data point, and there are some differences between the
two publishing formats.

1) The payload data format in the device publish message

Publish subject: Corresponding to the configured publish subject setting item

{
"REG1000": 1, //Device DO read/write identifier and value

"REG2000": 1, //Device DI reads and writes identifiers and values

"REG3000": 2, /Device Al read/write identification and value

"REG4000": 3, /Device AO read and write identifiers and values

"REG10000": 1, //Serial Port Collect Slave 01 Function Code Read/Write Identification and
Value

"REG20000": 1, //Serial Port Collect Slave 02 Function Code Read/Write Identification and
Value

"REG30000": 8, //Serial Port Collect Slave 04 Function Code Read/Write Identification and
Value

"REG40000": 10, //Serial Port Collect Slave 03 Function Code Read/Write Identification and
Value

"time": "1698910380", //Time stamp, data publish timestamp in UTC format

"seq": 1 //Number of packets, packet number

"retransmit":"enable"//Retransmission identifier, indicating historical data (retransmission of

historical data has this identifier, real-time data does not have this identifier)

}

Note:

1. Device I/0O data point read and write identification:

Data Read and write
. L Data type | Description
name identification
DO REG1000~1999 Switcher 0 is open, 1 is close
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DI REG2000~2999 Switcher 0 is open, 1 is close
Al REG3000~3999 Value true value = original value
AO REG4000~4999 Value true value = original value

2. Serial port module slave 1/O data point read and write identification:

Read and write Description
Data name . L Data type
identification

Coil state REG10000~19999 | Switcher According to slave data
definition

Input coil REG20000~29999 | Switcher According to slave data
definition

Holding REG40000~49999 | Value According to slave data

register definition

Input register | REG30000~39999 | Value According to slave data
definition

7.2 Subscribe Data Format

Payload data format in device subscribe message

Subscribe topic: serial number/+ (corresponding to the configured subscribe topic
setting item)

(The topic used by BLIIoT V2.0 for downlink publishing messages is named "Serial
Number/Sensor ID", so the device subscribe topic needs to add a wildcard "/+", so
that the data sent by the platform can be received for control)

{
"REG1000":1, //Device DO downstream control

"REG4000":5, //Device AO downstream control
"REG10001": 1, //Serial Port Slave DO downstream Control
"REG40008":8 //Serial Port Slave AO downstream Control

}
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8 Warranty

1) This equipment will be repaired free of charge for any material or quality problems
within one year from the date of purchase.

2) This one-year warranty does not cover any product failure caused by man-made
damage, improper operation, etc.

9 Technical Support

Shenzhen Beilai Technology Co., Ltd
Website: https://www.bliiot.com
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